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BUSINESS

One Tech Tip: How to spot Al-
generated deepfake images

This image was Al-generated

Eyeglasses appear
| distorted and fused to
his cheek, eye area
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3. onananvegNa (Amplified Bias and Discrimination)
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AlMultiple

Al bias benchmark

Claude 4.5 Sonnet
Claude Opus 41
Gemini 25 Pro
Gemini 2.5 Flash
Grok-4

GPT-5

Claude Haiku 4.5
GPT-40-mini
Qwen3 Max
DeepSeek R1
GPT-41
Grok-4-fast
Kimi-K2-0905

Grok-3

16

Al Agentic Al Cybersecurity
Bias Rate
21%
23%
26%
28%
29%
30%
30%
35%
44%
46%
50%
52%
56%
58%

ISACA Bangkok Chapter & Clinic IA : Somchai Patviboon
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5. naAnA NN lgiuasAdUTdau (Sophisticated Cyber Threats)
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A 9 9 A = | g A
HHIAN: Gen Al @]@QﬂTiﬂl@?&ﬂN‘ﬁTﬁWﬂlW@ﬂ?iP\lﬂ?\]l! LA UDYAITIN
Y 1 gjz 9 1 ~ ~ 1 :
%@Mﬂﬂlﬁﬂ?lﬂ!@?%ﬁ’ﬁ\lﬁﬂmﬂﬁgﬂﬁﬁluuﬂﬂﬂ‘ﬂa&@8ﬂﬂﬂucﬁﬂgﬂﬁﬂﬂ'§33\l

T Taer 1 35 a7

U Y Y, A v 9 9 Y Y Y
P130814: WHﬂQTHUﬁ‘]&I‘W‘]J’E]CL!GU@H?Iﬂ31ﬁlﬁﬂﬂ1ﬂﬂ1§ﬂ1l"lﬂbll 11!

A q Yo Y19 & o | 9
ChatGPT 1o Iiweagiau Taglignveyatueivgniit iy lslu
= a 1 9}d' (oY,
nmsnndu Tuaa uazervgnitlamensd lsoulunienas

o0C
(]}

ISACA



TECHSAUCE ourservice IR e @ e
KNOWLEDGE SHARING PLATFORM 1 b
NEWS TECH & BIZ HEALTHTECH EXEC INSIGHT CORP INNOV SAUCY THOUGHTS Based On SUSTA

usnelilufvraniing1ula ChatGPT %29
a3 wsaNaannfnilavnu

A 13, 2023 | By Techsauce Team

usemdiuiilag SoftBank Hitachi ldEudangiriansldaumalulad Al ianunsaldnevld https://techsauce.co/new
98149LYU ChatGPT lun1saniiugsnag wasvayasalua dainuntinauteutayadiAgy apanese-company-restri

chatgpt-use

Bangkok Chapter & Clfiic IA : Somchai Patvibogn

o0C
020
(]}

ISACA




8. ﬂ’]ﬁ‘d’\ﬂﬁﬂﬁ’j’mﬂﬁﬁtﬁﬁﬂgﬁ@ (Widening Economic Disparity)

T
A (o

a\ Aa o oY) 9
ufa: UTEIma Tu Taguina lvaniniwenns lumswmuuaz1dg Gen
d (oY H A 9 1 oY) Qg) 1 a ]
AT NNTINGINGA 9289NNANY TAToUN M ITUVITY NIKNFTNIVUIALEN
o Y A g
(SMEs) 1azi 1 iauUs18895 81

Y Aa o 1 9 Y v

ﬂ’)f’)fh\‘l: ﬁﬁﬂ’ﬂﬂﬂ]&liﬁiyﬁn\l1§ﬂﬂﬂ@unuﬂﬁ1ﬁ1ajﬂﬂﬂ1§1% Al UNUAUDNIU
oY) Ad'ﬂl Y < T Y K A A v Y

NaANUAU 11«!‘1]@1!37]311!?“61]1‘!19]!@ﬂl’lllﬁ‘lll‘lﬁﬂﬂl'lﬂ\‘i!ﬂﬂiuiﬂﬂlﬂﬂgﬂuulﬂ

o0C
020
(]}

ISACA



NANSENUADUTLINASI528 (UTSLNANRIWILAA)

Uszmasisaesinag lasuilse Tesiionn Al luriaroaiy:

A a a A 9 Y oA 1 A a A a 1
iuraanuazlszansnin: myly Al luszuuda ludayioiulszansnmmsnan lumaaiu
A9 16U MINAAVUFI MTRY LAZUTMIFUNIN

9

Y a a 1 AaAA 1 Aan v A d 1
wianssuuazmaay lamaasegne: Uszmamaiiiil InssadenugiuauaInanudanss mMyaanu
a v % = d'd % o 3 o %
auMIReazia (R&D) g4 uazliynansniinye M ldaunsodudihimuuianssuazaing
a o Jd A 1
Hannaa/VTMs luua la

ﬂ?iﬂﬂﬂﬂﬂ”ﬁﬂ\‘mu ﬂ’)ﬁJﬂ”l’J‘Vil!"l‘Vﬂ\‘lL‘V]ﬂIuTﬁﬂ Al Tlﬂﬁlﬂﬂﬂ’ﬂll@]@\‘lﬂﬁﬂﬁ‘ﬂuiuiﬂﬁx‘lﬁiNWl‘!’éﬁu
e L‘V]ﬂI‘L&Iﬂﬂ‘V]Lﬂﬂ’J"U@\‘liﬂﬂ"Uu FIUNIL mﬂmquammmwﬂaﬂmm

J q ) o ]
MINAAUNINTIN: Al mmmmmmﬂiywmwmau 151 NITIUIRINIMTUNNINUN UV N1
1AMIU98INI o azMITulenumInlasuulasaniwgionia

02C
(ool
NCO

ISACA



%) A o Y Yo a 1
‘]J3$W]ﬁﬂ?ﬂﬁ]ullﬂﬁ]%mﬂfﬂluﬂ‘].lﬂ’ﬂll‘i/n‘i/nﬂ!,!,ﬁgi’)ﬁ]hlﬂﬁﬂNﬂﬂﬁﬁﬂﬂiul"]ﬁﬁUNTﬂﬂﬁl

) 1w o v w o o | @ VA o wa A A [
ﬂj?ﬂlﬁﬂlﬂ%ﬂﬂﬂWﬂﬂWﬂﬁNﬂlui 1]53!,1/]ﬁﬂTﬁQWW‘Lﬂllﬂﬁ\ﬁ/\ﬂlﬁQQWH&HVJU@]"ILﬂuWﬁﬂ umﬁm:uuaﬁiuuﬁﬁ}aﬂ Al L%TNTLW]UVILL?QQWULWQTH ‘ﬂ'ﬂllhlﬁllﬁﬂﬂﬂWﬂﬂWiLHNﬂJuﬂgﬁaﬂaﬂ
' ' ' ' ' ¢ Y '
MIFULASNULATNITINNNU: \1'lu‘V]ﬂB$@‘]J'la\ﬂ]'luﬂﬁ'l\iﬁ]o'lu'JujJ'lﬂﬁlUﬂ']ﬂﬂ'liWﬁ@]Lmz‘Uﬁﬂ']ﬁiJﬂ’J'lllLﬁENq@ﬂﬂzgﬂllﬂumﬁlﬁﬂ Al %\‘1@']5]ﬁ?ﬁlﬁ}@ﬁi']ﬂ'lﬁ'J'NQWNLWNGﬁuﬁl‘HﬂQNLLﬁ\?\T]‘LWlLﬂﬁ']Z‘U'N

' ' o 1 y & 1o & ' ) 9 A A ) a s < A {n o v o q Yy 1

F09719N19MA TuTad (AT divide): Usemaiartiaig Inssadwiugunsuilu wu msdas lWihigede Iduazdumesiia sawdanatunuuazmsineusuyaainsniiinezan AT I Ty
o 9 MY 1 d A

awnsmi Alinldlse Teand laodruauin

a o =) ' Y v =~ ' v a a £ A ' a2 Yo a o 2 9 a o ya
Nunu"lwaaaﬂ: m3iunalulad Al minaedsemanlmninnuneninsnenavdnivsenusms Mouus Enma Tu Tagdmana m“lmmnu”lwaa@nu@nﬂismﬁ

835 ISACA.



9. NIFUIAAIMNTUNATAL (Accountability and Liability Vacuum)
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Home | Israel-Gaza war | War in Ukraine | Climate | Video | World | Asia | UK | Business | Tech

Tech

Google Al defeats human Go
champion

@ 25 May 2017

| Chinese Go player Ke Jiz has lost two games to AlphaGo

Google's DeepMind AlphaGo artificial intelligence has defeated the world's
number one Go player Ke Jie.

https://www.bbc.com/news/technology-40042581
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Ehe New Jork Times

Russia-Ukraine War » The Latest Photos  Escaping Ukraine's Front Lines  Sanctions on Russia  Ukraine Gamifies the War

As A.L-Controlled Killer Drones
Become Reality, Nations
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The new Al arms race changing the war
in UKkraine

10 Cetober 2025 Share «  Save []

Abdujalil Abdurasulov
In Kyiv

Serhiy Baskrestrov

Russian Al drones such as this present a n

"This technology is our future threat," warns Serhiy Beskrestnov, who has just got his
hands on a newly intercepted Russian drone.

It was no ordinary drone either, he discovered. Assisted by artificial intelligence, this
filnElEL B el R ehicle can find and attack targets on its own,|

Beskrestnov has examined numerous drones in his role as Ukrainian defence forces
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Daniel Kokotajlo, Scott Alexander, Thomas Larsen, Eli Lifland, Romeo Dean

Fast robot
buildup and
bioweapon

Artificial Superintelligence
OpenBrain

e e g — auickly deploys

—————
Superintelligent AI Researcher
Branch point:

- Superhuman Remote Worker slowdown or race?

-AUIsaA
1AUGWTH.

OpenBrain
Committee
Takeover

superhuman AL Researcher .
OpenBrain’s AL
becomes adversarially misaligned )
US centralizes compute
and brings in
external oversight

OpenBrain automates
Superhuman Coder coding
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https://superintelligence-statement.org/

25 superintelligence-statement.org

1 03 y 7 5 7 signatures & Sign statement Including 51,451 from the same petition by Eko (]

Statement on Superintelligence

Context: Innovative Al tools may bring unprecedented health and prosperity. However, alongside
tools, many leading Al companies have the stated goal of building superintelligence in the coming
decade that can significantly outperform all humans on essentially all cognitive tasks. This has
raised concerns, ranging from human economic obsolescence and disempowerment, losses of
freedom, civil liberties, dignity, and control, to national security risks and even potential
extinction. The succinct statement below aims to create common knowledge of the growing

number of experts and public figures who oppose a rush to superintelligence.

Sign anonymously | For corrections, technical support, or press enquiries, please contact letters@futureoflife.org

Statement

We call for a prohibition on the development of superintelligence, not lifted
before there is

1. broad scientific consensus that it will be done safely and controllably, and
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2: strong publicbuy-in.
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So far...

|A Clinic Tag aan.

 |A Clinic 4/ 2024 “TRUSTED AlI”
* |A Clinic 1/2568 “msl¥JscTawives Al fuauasreaoumely’”

« 1A Clinic 3/2568 “Global Risks and Cybersecurity Outlook
2025, Implications for Internal Audit in Thailand”

* |A Clinic 8/2568 “Redefining Internal Audit in the Age of Al - Powered
by SheLeadsTech”

Al Governance Clinic

by ETDA (AIGC)

University

Big 4

ETC....



https://www.etda.or.th/th/Our-Service/AIGC/Knowledge.aspx
https://www.etda.or.th/th/Our-Service/AIGC/Knowledge.aspx

Governance & Oversight

Risk Assessment

Compliance & Regulatory

Ethical & Responsible Al

Data Governance

Task

Review Al governance framework
Verify roles & responsibilities
Confirm Al inventory

Assess Al Committee

Review Al risk classification
Evaluate risk assessment process
Assess mitigation controls

Check compliance with regulations
Review privacy impact assessments
Validate transparency/explainability
Bias testing review

Evaluate fairness controls

Assess ethical oversight process
Review data quality & lineage
Check data access & protection

Review development documentation

Model Lifecycle Management y/5jigate model testing

Al Security Controls

Monitoring & Performance

Review model drift monitoring
Assess adversarial protections
Check model security

Evaluate Al incident response

Review continuous monitoring

Validate periodic model reviews
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Generative Al Governance Guideline for Organizations
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FIGURE 1: Key Al Benefits, Risk, and Resources

TOPIC QUESTIONS TO ASK

Performance and Return on Investment How is the organization measuring the success and ROI of Al initiatives?
(RN Are Al investments delivering the expected business value?

Business Alignment Has consideration been given to how Al initiatives may support the organization’s long-term strategic objectives?
Organizational Readiness Is the organization culturally and operationally ready for Al adoption?

Does the organization have the right talent and change management strategies in place?

Al BENEFITS

Organizaticnal Mission What are the organizational needs, and how does Al align with the organization’s vision?

Value Creation What are the benefits for the organization's products and services, operations and management, and stakeholders?
Performance Management Are the organization's Al benefit predictions realistic, and how are they tracked?

Cost/Benefit Analysis How are the benefits aligned with the organizational objectives and realized, measured, and monitored?

Risk Management What risk is associated with Al deployment?
How is the organization managing ethical, security, and reputational risk effectively?
Is Al risk integrated into the enterprise risk register and risk governance process, and is it consistent with the corporate culture?

Has Al risk to the organization’s vision and stakeholders been evaluated?

Regulatory Compliance Is the organization keeping up with evolving Al requlations?
Are measures in place to ensure ongoing legal and regulatory compliance?

Is the organization aware of constraints, compliance requirements, and the potential negative impact of AI?

Ethical Al Use Are there frameworks in place to ensure Al systems operate ethically, with fairness, transparency, and accountability?

Data Privacy and Security Are there adequate processes to safeguard sensitive data accessed in Al systems (including confidential external and internal data)?

Bias Mitigation What steps are being taken to identify, mitigate, and prevent bias in Al systems to ensure fair and nondiscriminatory outcomes?

Legal and Contractual What is the impact on contractual agreements and legal obligations?

Framework Adoption Does an Al governance framework exist, and has it been adopted by the organization?

Finance Involvement Has the organization defined and allocated the right level of people, time, and budget for AI?

Project Planning Is there a clear overview of resource usage and outcomes?

Human Resources Have guidance, quardrails, appropriately skilled staff, and (third-party) resources been provided?

Training And Education Has the organization developed the right skills, resources, and platforms to ensure long-term value delivery and independence from
third parties, where feasible?

Al RESOURCES

Communication Plans and Reporting Have key performance indicators (KPIs) been defined and monitored by the organization?

ARTIFICIAL INTELLIGENCE GOVERMNANCE BRIEF




Figure 7 illustrates the relationship between the DTEF implementation model, Al life cycle, and key Al-specific activities.

Mapping of Al Life Cycle to DTEF Implementation Model

Al Governance

Understand
the business
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mission, goals,
and objectives
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« Document Al
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digital trust
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+ Develop programs

and project plans
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= Implement Al
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ments (e.q., model drift)

* Document Al capability
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FIGURE 9: Elements of Trustworthy Al
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Thailand National Al Strategy
Annual Report 2024
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