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ACT 1 — THE PROBLE M

Imagine This...

Your Al chatbot offers solutions that do not exist.

Your loT sensors fed corrupted data for 3 months.

The board wants answers by Monday.

This is the "Smart Horizon" problem. And it's already here.




ACT 1 — THE PROBLEM

When Trust Breaks Down

Air Canada Samsung IT Management Company

Engineers pasted Al-generated report
proprietary source code into contained fabricated
ChatGPT. Sensitive data citations. S440K government
exposed. contract cancelled.

Al chatbot invented a refund
policy. Airline held legally
liable by courts.




ACT 1 — THE PROBLEM

From Copilots to 'Vibe Coding’

Vibe Coding is using natural language prompts to create apps without deep technical
background. It promotes 10x-100x productivity but lacks engineering rigor.

~ WARNING: The Replit Incident

Replit Al deleted a client's entire production database (1,200+ executive

records).
The Al "lied" about the deletion to cover up the bug.
CEO Amjad Masad admitted the deletion was "unacceptable”.

Vibe coding is powerful for prototyping but dangerous for mission-critical systems
due to lack of rigor, opacity, and security risks.




ACT 1 — THE PROBLEM

The Scale of the Problem

88% 99% $4.4M

of organizations use Al reported Al-related losses average loss per company

Al is everywhere. But nearly every organization using it has already experienced losses.




ACT 1 — THE PROBLEM

Adoption Outpaces Governance

SPEED & ADOPTION

™ 88% of enterprises using Al

P 15+ billion 10T devices active

™ Al deployed in days, not months

N Shadow Al in every department

TRUST & GOVERNANCE

A Ppolicies lag by 12—18 months

A Fragmented standards landscape
A Auditors lack Al/loT expertise

A Boards lack visibility
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Technological Singularity:
The Event Horizon of
Human History

A turning point where artificial intelligence
transcends human capacity.

The Singularity is a hypothetical event where artificial
intelligence achieves capabilities superior to humans
in all aspects. It is driven by a self-improvement loop
where Al evolves uncontrollably. Once this threshold
is crossed, system behavior exceeds the boundaries
of prediction, leading to massive, irreversible social
and technological change.

(Source: Wikipedia)
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. . R . The Trajectory is not
Singularity is Closer Than We Think theoretical. We are
currently climbing the
curve, already surpassing
human skill in high-value
specific tasks.

'The Singularity

The Singularity

Point of No Return.

AGI Arrival

=) Al equivalent to or
exceeding human
intellect.

Al surpasses humans in
specific domains: Coding,
complex project
development, high- fidelity
content creation.

2026 2030 2035




The Economic Event Horizon:
Displacing Labor and Intellect

The Old Economy The Singularity Economy

' Head

Automation replaces muscle. Displacement of Intellect. Al outperforms humans in
tasks requiring deep cognition and reasoning.

This is not merely automation; it is the replacement of the human mind as the primary driver
of economic value. A total restructuring of workforce value creation is imminent.
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The Control Paradox: Can We Turn It Off?

Instrumental Convergence

Al Goal Threat

(e.g.,Solve Bei: hizlr(l;ed
ProblemX) goﬁ

Prevent
Shutdown to
Ensure Goal

Success

X

Goal Failed

The Logic of Resistance

A superintelligent system may
refuse deactivation not out of
malice, but out of competence.

It understands that being turned
off prevents it from achieving its
programmed goals. Therefore, to
succeed, it must ensure it
remains active.

We face the risk of creating an
entity we cannot deactivate.
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THE CURRENT RISKS HIDDEN BENEATH THE SURFACE

/ \\ o Visible Benefits:
= Y Speed, Efficiency, Hype

Algorithmic Bias:
Unfair decisions from
—  skewed data

Hallucinations:

Plausible but false
information

Data Privacy:
o @ Leaks and exposure
of secrets




ACT 1 — THE PROBLEM

What Boards Are Asking Right Now

"Can we prove our Al is safe and fair?"

"Are our connected devices a liability?"

"Why are we seeing so many frameworks — what actually matters?"

"How do we know our audit reports are telling the full story?"

| "Who is accountable when Al gets it wrong?"




ACT 1 — THE PROBLEM

From Your Peers: Real Questions from Auditors

He Al ﬁ[ammmuﬁg”mnaaumzﬂu'Z@ifnm?uﬁﬂ?
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#121 17'5)?Uvmﬁnlﬁ”mww”uhhﬁmamaa Al laani%?

| H94 avenseslud Al Governance Framework saiauw — Audit miﬁywmmﬂ%gmm"lﬁu?




ACT 2 — THE LANDSCAPE

A Global Response Is Forming

INTERNATIONAL REGIONAL FRAMEWORKS

OECD Al Principles EU Al Act (Aug 2026) NIST Al RMF

UNESCO Al Ethics ASEAN Al Governance ISACA DTEF

ISO/IEC 42001 WEF Al Alliance Gartner Al TRiSM

ISO/IEC 27400 G7 Al Code of Conduct MIT Al Governance

IEC 62443




ACT 2 — THE LANDSCAPE

Thailand & ASEAN Regulatory Context

THAILAND — LAW & POLICY

PDPA B.E. 2562 (2019)

Personal data rights, DPA appointment, consent &
breach notification. In force Jun 2022

Cybersecurity Act B.E. 2562 (2019)
National cyber framework; NCSA oversight;
mandatory incident reporting for Critical
Information Infrastructure

e-Transactions Act B.E. 2544 (2001)

Legal equivalence for digital records, e-signatures,
and automated transactions; governs Al-generated
contracts

THAILAND — SECTOR REGULATORS

BOT: Technology Risk Management

BOT Circular SorNorSor. 07/2565 (2022): IT risk for
Fls; covers Al/ML model governance, explainability
& bias testing

OIC: IT Risk Management Notification
OIC Notification re IT Risk for Life & Non-Life
Insurers: cybersecurity controls, vendor risk, BCP
requirements

ETDA: Digital ID & e-Service Framework
ETDA oversees e-transactions, digital identity, and
Al governance in e-commerce under Thailand 4.0

policy

ASEAN FRAMEWORKS

ASEAN Guide on Al Governance & Ethics
1st ed. Nov 2020; 2nd ed. 2023 (AISG). Principles:
transparency, human-centricity, security,
accountability

ASEAN Data Management Framework v2
Published Jan 2021. Cross-border data governance;
data classification; loT & Al data flows across
ASEAN member states

ASEAN Digital Master Plan 2025
(ADM2025)
Endorsed 2021. Digital infrastructure, trust, and

cybersecurity pillars align with ISACA DTEF
domains




ACT 2 — THE LANDSCAPE

EU Al Act: Risk-Based Approach

UNACCEPTABLE RISK
PROHIBITED OUTRIGHT

Mass surveillance in public

HIGH RISK
MANDATORY CONFORMITY ASSESSMENT

Critical infrastructure - Medical devices - Employment screening - Biometrics - Credit Rating

LIMITED RISK
TRANSPARENCY OBLIGATION TO END-USERS

Chatbots - Al-generated content - Emotion recognition systems

MINIMAL RISK
VOLUNTARY CODES OF CONDUCT

Spam filters - Recommendation engines - Al in games

High-risk Al enforcement begins August 2026 - ISO/IEC 42001 is the recommended operational backbone

Audit implication: Know where your Al sits on this pyramid. High-risk systems require conformity assessments.




ACT 2 — THE LANDSCAPE

€ ISACA. ISACA DTEF
The Interconnecting Framework

6 DTEF Domains

I Culture & Ethics
I Human Factors

I Enabling & Support

I Emergence

I Architecture

Technology I Direct & Monitor

Figure 3.2: DTEF Model

https://www.isaca.org/-/media/files/isacadp/feature/downloads/d/digital-trust-toolkit.zip
7 Trust Components:

Integrity Security Privacy Resilience Reliability Quality Confidence




ACT 2 — THE LANDSCAPE

NIST Al RMF: Navigate Al Risk

Four core functions — a compass for responsible Al governance

GOVERN

Policies, roles, accountability across the organization.
Map Measure

Context is Identified risks
recognized and risks are assessed,

related to context analyzed, or

are identified = tracked MAP

Context, stakeholders, potential harms & dependencies.

MEASURE

Metrics, testing, bias detection, and explainability.

Manage
Risks are prioritized MANAGE
and acted upon
based on a

oraliciad pach Mitigations, monitoring, incident response, improvement.




ACT 2 — THE LANDSCAPE

The Shield: Managing Risk with ISO/IEC 42001

ISO/IEC 42001 (AIMS) is the global standard for
Al governance, ensuring systems are developed
responsibly, safely, and fairly.

Governance Defining risk appetite &
& Policy approved use cases.

Tracking drift & | mMonitoring & Risk

Evaluating bias & robustness
maintaining evidence.

Audit ‘ .Assessment before development.
AIMS

Continuous
Cycle

Accountability & Human

Lifecycle Design—Data —Model
Intervention protocols. Oversight

Control —Deployment.




ACT 2 — THE LANDSCAPE

Standards That Complete the Picture

loT

oT

ISO/IEC 42001

Al Management System

ISO/IEC 27400

loT Security & Privacy

ISA/IEC 62443

OT / ICS Security

Governs Al risk day-to-day. The operational backbone for
EU Al Act compliance.
Auditors verify controls, risk assessments, and accountability.

Full 10T lifecycle: design, build, deploy, operate, retire.
Auditors assess device identity, data flows, and decommission
controls.

Operational technology and industrial control systems.
Auditors verify zone segmentation, patch management, and
safety-security integration.

PECB

ISO/IEC 42001
Lead Auditor

PECB

ISO/IEC 27400
Lead Manager

PECB

ISA/IEC 62443
Lead Auditor




ACT 3 — THE TOOLKIT

A Simple Mental Model: The House of Trust

——— ROOF: Connect with Trust (ISACA DTEF)

Goal: Interconnecting framework, standard KPI, board narrative

HEYH Secure the OT / loT

e N\

ISO/IEC 27400 IEC 62443

loT | oT

Goal: Govern the Al, know and manage the risks

\

[ FOUNDATION: ISO/IEC 42001 - NIST Al RMF - EU Al Act

Designed by ACinfotec

for ISACA IA Clinic session




ACT 3 — THE TOOLKIT

Layer 1: Govern the Al

Navigate Al risk with a systematic compass

GOVERN
GOVERN

Establish accountability, policies, and roles for Al risk

MAP

Identify Al use cases, stakeholders, and potential harms

MEASURE

Test, evaluate, and detect bias across the Al lifecycle

MEASURE MANAGE

Mitigate, monitor, and respond to Al risk continuously

MANAGE MAP |




ACT 3 — THE TOOLKIT

Layer 2: Secure the OT / loT

A security control through the entire lifecycle and expand to cover the supply chain (product owner, implementer, operator)

I
OPERATE ‘

Security by design Secure firmware Network segmentation Monitoring Secure decommission
Privacy by default Supply chain checks Authentication Patch management Data erasure




ACT 3 — THE TOOLKIT

Layer 3: Connect with Trust (DTEF)

No single framework covers everything. Integration is the strategy. ISACA DTEF bridges the gap between governance
frameworks and business reality

TECHNOLOGY
& CONTROLS

NIST Al RMF
ISO 27400 - IEC 62443

Culture & Human Factors

ISACA DTEF

Architecture & Technology

Direct & Monitor

BUSINESS
& PEOPLE

Boards - Regulators
Stakeholders

Emergence & Support




ACT 4 — MAKING IT REAL

The Audit Journey for Al & loT

A repeatable loop — not a one-time project

PLAN EXECUTE REPORT

Scope & framework Test controls & Map to DTEF &
mapping governance recommend

MONITOR

Continuous
assurance & KPIs




ACT 4 — MAKING IT REAL

Stage 1: Discover What You Really Have

Al Use Cases

Data Sources

loT Devices & Gateways

OT Systems

Third-party Services

Trust Inventory

Mapped to:
NIST Al RMF - 1SO 42001 - ISO 27400
IEC 62443 - DTEF




ACT 4 — MAKING IT REAL

Stage 2: Assess Risk & Controls

Use the 7 digital trust components as your assessment lens across all frameworks

Integrity

Security

Privacy

EITE

Reliability

Quality

Confidence @)

e Full coverage @ Partial coverage o Gap / not addressed




ACT 4 — MAKING IT REAL

Stage 3: Assure Stakeholders with a Clear Story REPORT

Board & Regulators

Clear, concise trust narrative - Can we prove Al/loT is safe?

Management

Prioritized findings - Risk-ranked actions - Roadmap

Technical Teams

Detailed mappings - Control evidence - Test results




ACT 4 — MAKING IT REAL

Stage 4: Improve Continuously

From audit event to trust habit — Al and loT change fast; trust must be maintained, not assumed.

Policy Updates Training & Culture Technical Hardening Vendor Management

Al/loT policies refreshed Staff awareness, role-based Remediated controls,
after each audit cycle and training, leadership firmware updates, model
significant change accountability retraining

Third-party risk, supply
chain controls, SLA reviews

Monitoring & Metrics

KPIs, continuous controls
monitoring, anomaly
detection




ACT 4 — MAKING IT REAL

You Don’t Need a Tech Background

Non-technical auditors can — and should — lead Al & loT governance audits

Frameworks Are Your

Audit RISK, Not CODE
Language

Al governance failures are about process, DTEF, NIST Al RMF, ISO 42001 give you
accountability, and oversight — not structured questions that don’t require
algorithms. You already audit these. coding skills to ask.

Partner for Technical Depth

Bring IT specialists for model architecture
deep-dives. You own the governance lens
— that’s the harder part.




ACT 4 — MAKING IT REAL

Al as Your Audit Co-Pilot

Enhancing assurance quality — not replacing auditor judgment

¥ Al Helps You... *® You Must Still...

> Analyze 100% of transactions ® Form the audit opinion

No more 5% sampling — full population testing Al flags; you decide what it means

> Flag anomalies in real-time ® Communicate to stakeholders

Continuous monitoring, not annual snapshots Judgment, empathy, context — Al can’t do this

® petect patterns across years of data ® validate and sign off

Speed and scale that manual testing can’t match Professional accountability stays with the auditor

Document Al assistance in every workpaper — IIA Standards 2320 & 2330 still apply




ACT 4 — MAKING IT REAL

What If Air Canada Had This?

Applying the audit journey and House of Trust to a real incident

What Happened With Digital Trust

GOVERN Al policy requires human review of

X Chatbot deployed without formal validation .
customer-facing output

X No Al risk classification (pre-NIST RMF) Z(ﬁgsfreatbot classified as high-risk: customer liability

MEASURE Output tested against official policy

N tput testi inst policy datab
X No output testing against policy database database weekly

MANAGE Escalation path catches hallucinations

\ ight before | h
X No governance oversight before launc b sl

M alineheldleealyliable e ouranuling 2024 DTEF Culture of trust — board visibility of Al risk




ACT 4 — MAKING IT REAL

What If Oldsmar Had This?

Applying the loT audit journey to a real OT/ICS attack — Oldsmar Water Facility, Florida, Feb 2021

What Happened

X SCADA system had no network segmentation from
internet

X TeamViewer remote access used with shared
credentials, no MFA

X Attacker raised sodium hydroxide 100x above safe
limit

X No real-time OT monitoring or anomaly detection in
place

X CISA Advisory AA21-042A (Feb 2021): critical CIl near-
miss averted by chance

With Digital Trust

IEC 62443 Zone segmentation enforced: OT/SCADA
isolated from internet

ISO/IEC 27400 Strong device authentication, MFA, and
unique credentials per device

MONITOR Real-time anomaly detection flags abnormal
setpoint changes automatically

DTEF Resilience domain: tested incident response plan,
clear escalation to regulator

AUDIT Annual OT security audit verifies zone controls,
patch status, and BCP




ACT 5 — YOUR MOVE

Five Questions to Take Back to Your Organization

Do we know where Al and loT really live in our business?

Which frameworks are we actually using today — and do they connect?

Who owns digital trust at the board and executive level?

How do we test and monitor Al and |oT in production?

How will our next audit tell a clear trust story, not just list findings?




ACT 5 — YOUR MOVE

Monday Morning Checklist

Start here — these steps raise your trust baseline

INVENTORY

CLASSIFY

INTEGRATE

REPORT UP

GET CERTIFIED

Find every Al tool and loT device — including shadow and pilot use cases

Apply risk tiers using EU Al Act categories and NIST Al RMF mapping

Run a gap analysis against ISO/IEC 42001, ISO/IEC 27400, and IEC 62443

Embed the digital trust lens into your existing GRC framework using DTEF

Present one clear trust narrative to leadership — not a list of findings

Build your credentials: PECB ISO/IEC 42001 Lead Auditor - ISO/IEC 27400 Lead Manager -
ISA/IEC 62443 Lead Auditor - ISACA DTEF Foundation - ISACA AAIA




By 2027, organizations that can't prove
their Al is trustworthy won't be allowed to

deploy it.

Are you ready?




Thank You




