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Disclaimer

The opinions expressed in this publication are those of the individual authors and contributors and do not represent the opinions of BRG or its other
employees and affiliates. The information provided in the publication is not intended to and does not render legal, accounting, tax or other
professional advice or services, and no client relationship is established with BRG by making any information available in this publication or from you

transmitting an email or other message to us. None of the information contained herein should be used as a substitute for consultation with

competent advisors.
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About Us

#BRG

BRG combines world-leading academic credentials with world-tested business
expertise purpose-built for agility and connectivity, which sets us apart—and gets
you ahead.

At BRG, our top-tier experts include experienced industry leaders, renowned
academics, and leading-edge data scientists. Together, they bring a diversity of
proven real-world experience to economics, disputes, and investigations;
corporate finance; and performance improvement services that address the
most complex challenges for organizations across the globe.

Our unique structure nurtures the interdisciplinary relationships that give us the
edge, laying the groundwork for more informed insights and more original,
incisive thinking from diverse perspectives that, when paired with our global
reach and resources, make us uniquely capable to address our clients’
challenges. We get results because we know how to apply our thinking to your
world.

At BRG, we don’t just show you what’s possible. We’re built to help you make it
happen.



Our Global Reach

Offices

+BRG

1600+

Employees

North America
Atlanta
Baltimore
Boston
Calgary
Chicago
College Station
Dallas

Denver

Detroit
Houston

Los Angeles
Miami
Nashville

New Jersey
New York
Pensacola
Philadelphia
Phoenix
Pittsburgh
Portland

Salt Lake City
San Francisco Bay Are
Tallahassee
Tampa

Toronto
Washington, DC

Asia-Pacific (APAC)
Bangkok

Beijing

Hong Kong

Perth

Singapore

Sydney

Tokyo

UK, Europe, Middle East,
and Africa (EMEA)
Brussels

Dubai, UAE

Johannesburg

London

Milan

Paris

Rome

Latin America
Buenos Aires, Argentina
Rio de Janeiro, Brazil



Our Global Accolades

#BRG

Economics, Disputes & Investigations

. Chambers
TOP RAMKED

W Litigation
® Support

a4 09
& 2024

Highly recognized in Chambers and Partners’
annual rankings

Band 1

* Economic Analysts Global-wide

* Economic Risk Global-wide

* Forensic Accountants Asia-Pacific

Band 2
* eDiscovery Asia-Pacific
* Cybersecurity Risk Global-wide

International Arbitration

Top 5 worldwide in 2024
Expert Witness Power Index by

Global
Arbitration
Review

Antitrust & Competition Policy

Ranked among the top competition
economics firms in the GCR 100 2024
for the 12" consecutive year

GCR]

GLOBAL COMPETITION REVIEW

Construction
40 combined rankings for WWL

* Construction

* Consulting Experts —
Quantum Delay & Technical

* Arbitration

*00 | FXOLOGY

eoeo INDEX

Intellectual Property

Recognized as leading IP patent
and strategy experts in |AM
Strategy 300 Global Leaders

2024 and IAM Patent 1000 2023
|
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miﬁuyj warnIUIulATIE3N9
Imgfumamn‘ﬁuﬁm%’u;ju’%mi
(CFO Solutions)
miﬂ%ﬂﬂiaﬁwqiﬁa

(Business Transformation)
msuswssamslugaad s usnm
mﬂﬁ@‘i’nﬂ‘%nm@T’numiﬁ'\qimm
(Transaction Advisory)
m3tlsziiinyad (Valuation)
a8a"w (Capital Markets)
U3N13Na9Mn (Fund Services)
UINMIAUNIEa (Fiduciary
Services) NMIIANINTNIFURID
miguanatszlond
nysedoureITUIAg

YaNNIMUAEN18UaI (Disputes & Investigations)

* NYWANBNIARFUNMIRNIAUITUIBLNEMIUTITH
* MI3eNIoaindsznugiia (Business Insurance Claims)
» miduitunadlua@doiioangy (Class Action Litigation)
- madfidaungszndonuaznssinsanaioeasniem
© MIINBIANNLRAABNTI MLUBTUATNTRUEI
o m3tsziiuanulFemieg (Damages Analysis)
* MYLATYdeYa (Data Analytics)
« waluladnafidinenaaas (Forensic Technology Services)
« mslddsnednuFsuaadan (Environmental Advisory)
© MIFUNIDINYNIIAATULIY
(False Claim / Anti-Kickback Analyses)
« M ineiidineneaas (Forensic Accounting)
. m‘saaumuﬁ'ﬂanLLa:‘*zTaQaL%aﬁm%maqﬂﬁ
(Global Investigations & Strategic Intelligence)
* 5309 UFININ (Healthcare Payer)
* nswdauwnatuan (Intellectual Property)
. agtyﬂmq}mﬂ’rs‘s:ijﬁi:mﬂua:mﬂMﬂi:L‘ﬂﬂ (International & Domestic Arbitration)
o UIFBUAZNNIINY (Labor & Employment)
. v\ﬁnﬂ%‘wﬁLLa:nﬁiﬂizLﬁuQamﬁﬁwﬁau (Securities & Complex Valuation)
* u3M3szilnyadn (Valuation Services)

o ° 'y . a o v @ o< )
1&’]&%’]11]1?1 L1 MIUTAIITAMIGAUNAINUII AN (Global energy practice)

MyBBInagnILazM ooy
(Benchmarking & Strategic Research)
mslidmdSnsnuamenITuNg
(Board Advisory)
mMaiuysse@ninn
(Performance Improvement)

@3na (Digital)

“quukmﬁ (Human Capital)
wianssunaluladszaulan

(Global Applied Technology)
wlaunaa s (Public Policy)
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CERTIFIED FRAUD EXAMINER

a o Ad adaAac [24 o @
UIMN LUInag 1897 N3l (Uszwnalng) 37na
dLNa: NSupamatheesiri@Thinkbrg.com Nattavoot Supamatheesiri, CFE

Member # 797615
Certified: September 14, 2017
Expiration Date: September 30, 2025
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1. Internal Audit W@ CFE AMNLAN DY LbA TN ULAN N

2. na’%mqﬂslmiﬁ“umsmmaaumaﬂ%

3. Ethical Dilemma tlan135632980Un18 11421260976 19
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TueasanIn (Principles of the Three Lines Model %38 Three Lines of Defense)
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REGIONAL FOCUS FIG. 58 HOW IS OCCUPATIONAL FRAUD INITIALLY DETECTED IN THE
ASIA-PACGIFIC ; ASIA-PACIFIC REGION?

N - Tip

- : ., Management review
$200,000 ( 183 » G
. nternal audit

I 3%

FIG. 69 WHAT ANTI-FRAUD CONTROLS ARE THE MOST COMMON IN THE External audi
ASIA-PACIFIC REGION? B 4%

Document examination

MEDIAN LOSS:

Control Percent of cases - 4%
External audit of financial statements 90%
B iden
Code of conduct 90% y accident
B 4%
Internal audit department 86%
Management certification of financial statements 80% Account reconciliation
Hotline 79% - 4%

ﬁlm: https://www.acfe.com/-/media/files/acfe/pdfs/rttn/2024/2024-report-to-the-nations.pdf
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Certified Fraud Examiner

(CFE) Credential

Whatisa CFE?

CFEs are trained professionals who possess a unique set of diverse skills in preventing, detecting
and investigating fraud. Skills such as:

Knowledge of complex financial transactions

Understanding of investigative techniques and legal issues

The ability to resolve allegations of fraud

Designing effective anti-fraud programs

ﬁm: https://www.acfe.com/cfe-credential
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BRG’s Fraud Risk Management Framework

O

Anti-Fraud Governance

Oversight roles & responsibilities

), X ) \

[0

9

AR

Preventive

Mechanism

Il

Detective

Mechanism Mechanism

Responsive

uuu

Juu uuu

] C ] L

]

Continuous Monitoring and Assessment
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forensic :.: noun Etymology

1 :anargumentative exercise . i
Adjective and Noun

2 forensics | fa-‘ren(t)-siks«) | -'ren-ziks plural in form but singular or plural in Lati . blic. f ic f f
construction : the art or study of argumentative discourse atin forens;s public, Torensic, Trom forum orum

3 forensics plural in form but singular or plural in construction : the application of
scientific knowledge to legal problems

especially : scientific analysis of physical evidence (as from a crime scene) #1311: https://www.merriam-webster.com/dictionary/forensic

Forensic Accounting = .9

Ql ‘ Didi .
. . . J igital Forensics
Financial Forensics l T g ens

Forensic
Document @R Forensic Pathology
Examination

. Q &) . .
Forensic Biolo Forensic Toxicolo
Y B\ »
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A1sAaatitailu
ST
(Systematic
Thinking)
AsauuRaz i s
iaWatdailsiz ;;in':mﬂ:‘?
(Deduction and (Scenario
Inductive Reasoning) - . Analysis)
Aslada s
ANsAYLAAaYaIaaa uatnuang
(Keen Observations) , @ ¢ (Variety of

i 4 Knowledge)

‘ﬁ‘m: https://www.acfe.com/cfe-credential
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Gl"ff Al 3412528 Internal Auditor

Al is revolutionizing the field of internal audit, offering significant benefits in terms of efficiency, effectiveness, and risk
management. By leveraging Al, internal auditors can enhance their effectiveness, reduce costs, and provide greater value to
their organizations. It's essential to carefully evaluate your specific needs and select the Al tools that best align with your
goals. The key of key Applications of Al in Internal Audit is shown below.

=

(1 (2 (4 0

Data Analytics and Continuous Risk Assessment Machine Learning to Natural Language Al-Powered Audit
Anomaly Detection Auditing and Management identify potential fraud Processing (NLP) Platforms

. o 1 [ 1 a [ o %
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Business Process

.- Analytics and Anomaly Detections -----------~ . - Mining -
I | |
1
|
1
| @Mindsﬁdge ® caseware L
1 ! |
1 for internal controls and audit : |
1
|
! YT -
. Galvanize gy . | B Microsoft - minit
| s B Diligent |
. ! | - d o °® @ ChatGPT
: ACL ROBOTICS E minqazie @gmmmarly
N o ’, -‘--._ ............. — j
.'_..-- Risk Management and Compliance ........................................... ".- .,— Document Review Platform ............ .I
. - L -
2 . i : THOMSON REUTERS - -y : '
KR|SkWOTCh Regulatory Intelligence P g Lawdlfg Lcwgeex l
P |
o :
AAOEI | Mluminance  OKirg s, |

Ressuire l:::"..‘ RIZK MANAGEMENT

pay
2
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Set objectives
and goals

» Set objectives for the use of Al

#BRG

suchas Increase work efficiency,
Solve pain-points in audit activities,
Support routine activities.

Set measurable goals such as audit
coverage expansion in each quarter,
Less manpower required in each
internal audit activities, continuous
monitoring.

a"}j Select Al Tools
== and Technologies

Assessment of available tools
and technology based on budget,
IT policy, required platforms, number
of users, cybersecurity, and
trustworthy.

Ethical Consideration whether the
Al tools and technology can result in
unethical Al use.

Prepare Dataset
for Al

||i

« Data Governance and Quality to

ensure the right dataset was used
as input.

Privacy and relevant laws
consideration to ensure that Al
use in internal audit activity
comply with privacy law or any
other laws.

Implement
and Monitor

le%
i

+ Pilot Test: Test Al performance inthe

pilot project to assess its capabilities to
achieve objectives and goals.

Monitoring: Regularly monitorAl
performance and make adjustment as
necessary.

Regular ethical review: Review the
ethical use of Al in Internal Audit
functions.
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Are you listening to me?
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Downloading unauthorized Al tools

News > World > Americas > US Crime News

How hackers ruined a Disney
employee’s life after he downloaded Al

photo tool

Hackers claimed attack on Disney was in retaliation for alleged use of Al

in San Francisco * Thursday 27 February 2025 00:06 GMT @ f X X

A former Disney employee's world was turned upside down when he
downloaded an artificial intelligence-powered photo program, unaware
that it was laced with hacking software, during a massive data breach at
the entertainment giant.

ﬁm: https://www.independent.co.uk/news/world/americas/crime/disney-hack-nullbulge-ai-slack-b2705487 .html

The engineer also lost his job at Disney, after a forensic analysis of his
work-issued computer found he had accessed pornography, which he
denies.

The hack on Van Andel was part of a larger breach of Disney’s Slack
accounts, where an entity calling itself Nullbulge shared upwards of a
terabyte of private information including employee data, computer code,
details about unreleased projects, and specifications about Disney
technologies and ad campaigns.

Nullbulge, claiming to be a hacktivist collective, told reporters at the time
it carried out the attack “due to how [Disney| handles artist contracts, its
approach to Al, and its pretty blatant disregard for the consumer.”

Security researchers believe Nullbulge may be a single American
individual who used a class of malware called an infostealer, which
embeds malicious code in software downloads, to carry out the
cyberattack.
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Understanding the Risks

The use of Al in internal audit often involves the processing of large amounts of sensitive data, which can pose significant
privacy and security risks. These risks include:

+ Data breaches: Unauthorized access to sensitive data can lead to identity theft, financial loss, and reputational damage
+ Data misuse: Misuse of data can lead to discrimination, unfair treatment, or other harmful consequences.

* Non-compliance: Failure to comply with data privacy regulations can result in hefty fines and legal penalties.

Key Considerations Specific Measures
+ Data Minimization: Collect only necessary data. Encryption: Protect data with encryption.
Data Retention: Store data for as long as needed. Access Controls: Limit access to authorized personnel.

Data Security: Protect data from unauthorized access. Monitoring: Regularly check for security breaches.

Privacy by Design: Incorporate privacy into Al Incident Response: Have a plan for data breaches.
development.

Employee Training: Educate employees on data
Data Privacy Regulations: Comply with relevant laws privacy
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Understanding the Importance

Accountability and transparency are essential principles in the use of Al for internal audit. They help to ensure that Al systems
are used ethically, responsibly, and in a way that is aligned with organizational values.

Key Considerations Specific Measures

Human Oversight: Ensure Al is used under human Documentation: Maintain detailed records.

supervision. e
Monitoring: Regularly check Al performance.

Explainability: Make Al systems understandable.
Evaluation: Assess Al effectiveness and ethics.

Traceability: Maintain a record of Al decisions. e _
Communication: Be transparent with stakeholders.

Auditability: Verify the accuracy of Al outputs. __ : _
Accountability Mechanisms: Establish clear

Ethical Frameworks: Develop guidelines for Al use. responsibility.

By carefully considering these factors and implementing appropriate measures, internal auditors can help to ensure that Al
systems are used in a responsible and ethical manner.
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A manufacturer
.PQ delivered their
products to fresh
i'- market on daily
VoWl TeY basis by hiring
outsources truck.

The logistic team uses Al to help
arrange optimum delivery route and
assigned driver team.

The data scientist who supports on
this project has a parent running
small-truck delivery service. He then
develop the Al algorithm based on
bias information to gain a favor for
his family business.

“How can we detect this type of
fraud attempts?”

Mg

An investment company use Al
predictive model to support trading
and investment decision, which the
management mostly agrees with
the Al decision. The developer of
Al then use additional Al to
purchase stocks or bonds through
multiple nominee accounts based
on decision from the Al predictive
model.

“Who should be responsible?
Regulator or Investment Company”

Logistics Bias Front-Running Fake Invoices/Expenses

An employee of a large corporatlon
uses deepfakes to generate fake
invoices and expenses as well as
using Natural Language Processing
(NLP) to generate convincing
explanation in the expense and
invoice. The expenses or invoices
are then submitted into the system
to falsify the expenses and get
reimbursement.

“The creating of fake documents
can be a part of bigger scheme”
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“ “

Failing to follow ESG investment policies and

o Implementing software that falsified data and helped Goldman Sachs $4 million
Volkswagen $34.69 billion misleading its customers

evade emissions tests on its vehicles
Making misleading claims about its single-use coffee

Toyota $180 million Delayed sharing of emissions-related reports Keurig $2.2 million pods, suggesting they were recyclable when

recyclers don't widely accept them
Potentially marketing ESG funds as ‘greener’ than

DWS $25 million
they actually were Failures to implement ESG policies and overstating
BNY Mellon $1.5 million )
the ESG value of its funds
Eni $5.6 million Claiming its palm oil diesel was 'green’
H&M & Decathlon $430.5k & $530k Making unsubstantiated claims on their labels
Both claimed their products were made from
Kohl's & Walmart $5.5 million (total)  environmentally friendly bamboo when they were

made from other materials

‘ﬁlm: https://blog.cleanhub.com/greenwashing-examples
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2. Preventive mechanisms
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Segregation of
Duties

Accounting
Record Keeping

P
- S {
Management -* ~ Reconciliations

Review and
Monitoring

BRG

and
Affirmations

Log Activities
Analysis
Examining system logs to

identify anomalies and
potential security breaches.

Benford’s Analysis

Using statistical analysis to
detect irregularities in
financial data.

Job Rotation

Moving employees to
different roles to enhance
skills and reduce monotony.

Mandatory Leave

Ensuring employees take
time off to prevent burnout
and potential fraud.
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Key Log Activities

Back Up =~

Email and
OneDrive Backup

Analysis of
Access to key
information

Pre-Exit
transactional
review for key
personnel
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Selective E-
Discovery Support

Background
Check - Top
management
candidates

NLP Analysis for
email and internal
chat

Data Loss
Prevention (DLP)
Tools
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Ethical Dilemma
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Sirivat Jiruttikansakul

Senior Associate
Bangkok, THAILAND

+66 2636 2000 ext. 9046

sirivat.jiruttikansakul@bakermckenzie.com

Sirivat Jiruttikansakul joined Baker McKenzie in 2015 and is a member of the
Dispute Resolution Practice Group in the Bangkok office. His practice
includes advising on complex disputes involving fraud investigations, internal
misconduct, and regulatory compliance. He handles a broad range of pre-
litigation and litigation matters across these areas.
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Notice
| These slides have been prepared by Berkeley Research Group (Thailand) Limited.

| They are confidential and not for reproduction without the prior written approval of Berkeley
" Research Group (Thailand) Limited.

The views presented in these slides reflect the opinions of the authors — however, these slides
are used as a simplified presentation aid, and the content of the seminar is simplified — these
slides may not be comprehensive in the material contained. They may also not reflect the views
ed companies.
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