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Lifelong Learning in Practice

FIP
A

Security

Standa ds Council
PCI Professional |
(PCIF) PAYMENT APPLICATION
7 QUALIFIED SECURITY ASSESSOR
IAPP Fellow of Information Privacy A A @ A
CASP+ Cloud+

CYBERSECURITY NEXUS

[Storagel @
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Design &
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210 Traditional IT § Cloud

miswasunlavsuuuunistiusmsinalulagaisauina

§Uuuus'¥'mﬁu (Traditional IT) suuuu Cloud

avAnsilurouAulaunsvsio

-l]- e Auddaya (Data Center)

A SURNABIUNNLLUVSEKI

WlkUSns Cloud
(Cloud Service Provider: CSP)
o (ASavuLEIE (Server) WlBusms Cloud

&
. (Cloud Service Customer; CSC)

e s:uulASadng (Network)

-

WWEUUISEUU

. |
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|
— — | h : mstasusn ® /) | 223
e s:uudntiiudoya (Storage) | = ; o [ | S e®e
i == E “FoAlovAnsAouAuIow” | 0 = ‘.‘ @Tﬁuémsmuuaﬂ
q ': § | | pol. S S
e s:uUUUQUANTS (Operating System) ! i “IofovAnswowLBu” — x <
i q i . Olr = " b JlRUSMsBoWILLS
': | L =
a ® MSASUAUNMVAEMW G -@_____"' s fUs:udanatioyadon
(Physical Security) =] (gubprocessor)u

hS

Us=16u msiasuan “viiavdnsnouquion” WU “vRevAnsiivwiau” - 3
, i oo Ul » iah -
d1KsSu miknmsasvdausiovdsuanmsasd? Infrastructure Tgmsmson - > 8 » > >

Auditor Governance, Responsibility, Configuration, Evidence ua: Assurance Governance  Responsibility ~ Configuration Evidence Assurance
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ADWaNATYUDY Cloud Security Auditing

doun 1

§Uuuuc§olﬁu (TraditionaliT) sUuuuvu Cloud

avAnstuynuAUlaeqsSOCD ADWSUNQBDURNLUVSHITD

AudUDYa (Data Center)  W(HUSMS Cloud (Cloud Service Provider: CSP)
LASDVLLYe (Server) « WIBUSMS Cloud (Cloud Service Customer: CSC)
SzuULASDUNY (Network) ¢ WWCUUIS:UU

s:uudaLnudla (Storage) «  RIRUSMISMYUDN

s:uuduans (Operating System) «  WIHUSMSBDWAWDS

MsAdUAUNMVYMYNIW (Physical Security) «  WUs:udawauoyaydv (Subprocessor)

0 mswWasgusin "donovAnsAIUAULY” DU "FoRavAnsWowIRDU" MIRMSasIvaaudavtUasusinmsasdo Infrastructure TUGMs
Qs29 Governance, Responsibility, Configuration, Evidence ua: Assurance
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iHala Cloud Security Svaaviimisasious:lijulawi:au

—

Cloud nalKiAaAULFgVADANULUELAWI: BolancvINGNMWILDOQaDU IT LuudvlduagvibuyaAty

Misconfiguration Improper Access Control
MsAKuaA1s:uulugndDY msvamsansuiiuizau

Third-Party Dependency Multi-Tenancy

MSWOWIRIRUSMSMeUDN ADWIEEVIINMSIBUSMSSIUAU

API & Cloud-native Risk Jurisdictional & Exit Risk

mMSsWow1 APl ua:usms Cloud-native ADIWIEEVAUUaSILNDMAaLA:NSS189DNINRIRUSS

O Auditor GovUs:Liounv Technology + Governance + Contract + Compliance + Risk + Assurance
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MMUaATY 6 Us:misuavasddUs:Liiu Cloud

AAUNY 6 plv:gathnauuidaanamsussens ua:lunsauraniumsasdous:Liu Cloud Security

1 UWsSusavuav CSP
WIHUSMSlUSUSDOUAD — DVANSEVADVASIVD:(S?

2 Datalocation
Uoyagndatnuluus:=inAlng — fio3uWegvwoHSolL?

3 Datalocalization
UpyaHSDs:uuNDIAIVEIATYGY — AJSANHUQ Data Localization ginvls?

4 PUSUHQBDULTDIAGLHA
WaliatamsadduauluAvlaaasne — lastduWSuNauaUu?

g MsWIdunasms
JuiasmsAIUAULAD — D:WJouldpea10[s3I1asAISHIVIUDSV?

6 Cloud Exit
HINAoVLUAYUNIHUSNIS — DuAnsawisnoonvIN Cloud [GDSvHSDIL?
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cloud
CSA security

alliance®

!w F Four Priorities for 2026

STRENGTHEN IDENTITY GOVERNANCE

Enhance controls for all identities

TREAT Al SECURITY DOMAIN

Implement dedicated controls for Al

IMPROVE CHANGE CONTROL

@ Survey Report

Top Threats to
Cloud Computing
2026 «

‘

Govern third-party ecosystems effectively

BUILD ORGANIZATIONAL QUALITY

Increase visibility, resilience, and operational awareness across cloud and Al
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cloud

AE A o0ty

LIMA

alliance

Inadequate Identity and Access Management
(Identity & Access Management in 2024 survey)

-

Al (Artificial Intelligence)-Enhanced Attacks

Misconfiguration & Inadequate Change Control

2 (new in 2026) Identity & Access Management
3 Insecure Third-Party Resources Insecure Interfaces and APIs
. Insecure Interfaces and APls Inadequate Selection/Implementation of Cloud Security
Strategy
5 Misconfiguration & Inadequate Change Control  Insecure Third-Party Resources
6 Al System Compromise (new in 2026) Insecure Software Development
7 Advanced Persistent Threats Accidental Cloud Disclosure
Survey Report

L) Survey Rep Lacking Cloud Security Strategy & Governance
8 (Inadequate Selection/Implementation of Cloud  System Vulnerabilities

I op I h re ats to Security Strategy in 2024 survey)
9 Insecure Software Development Limited Cloud Visibility/Observability

Cloud Computing
2026 a

Accidental Cloud Data Disclosure Unauthenticated Resource Sharing

System Vulnerabilities Advanced Persistent Threats
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NNNYANAIIFNISASIAUS:LTU

(Threat = Vulnerability = Risk = Control - Evidence)

7529 Confi guratlon

L | @ = =l
msiifiedaya laisi MFA Hlaudiaansn MU Eackor IAM Configuration ‘ Control
Taglsildsu z-_h-mu infiannens ol snilieaiion " I —— uﬂ'i:amslwa
aYYIN Privileged dfny Authentication Log " | wiali
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fuanauiiors | ™  wdoumie - anuidvefionatfiatiu UASNITAIVALT wangwiuanein ﬁ-l ASEUIUNISATIADU djUuanisasivdouin
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'l winsLuu ' AuAnAuld nﬁf@ doalni damansznu wietlasiuarudss ululdarusie Q vivonildsufidmualy winslalumsanmundse
Uselawd | ADDIANS . w3elii
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Cloud Attack Surface

N1s(Busms Cloud NMEWuNNAavwYIstuNAwAUDUAvUananelulavnaoglawilasvasiowugiu
WCIASDUAQUDVAUS:NDUHANYS:OU

&

Identity & Access Network & API

UeuBrlguiuLa:ansnstdnéiv soudiv Management Virtual Network, Firewall, Security Group ua:
Plane dovn1vusKisvanisnswenns Cloud Application Programming Interface At#oucios:uu
= =

Workload & Application Data & Configuration

VM, Container, Serverless wa:s:uuviu Application Jolaua:zgiudoya souiivmsmHuaAINSwWaNNSsUa:
Services Arlviuuu Cloud Third Party / Supply Chain

O Auditor Qouwo1seun Attack Surface NAUWUSAUUDULWAONSASIDUS:LTU (Audit Scope) La:ANULASVUDVUSANS
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[LUUD1a9vANUSUAALIUSIU
(Shared Responsibility Model)

sUuuuusnas Cloud
(Cloud Service Models)

Infrastructure as a Service Platform as a Service Software as a Service a ®
(laaS) (Paa$S) (SaaS) Us:iau i
= Customer
- Y . - -5 = . . .
| GVANSYVSUWAYaUGAD CSP suiauau Platform uindu CSP Surauaus:uuddulkey ue Customer ﬂ . \/
s:uulfu@ans Middleware utusn Customer wiu Application goAvciauuss Identity, . Augyayanumeanmw -
Application ua:gaya ua: Data ?-?::;}:;;ﬁﬁﬁﬁgmtmn
Tus:dugo W - ' Hardware 4 -
3 ® dentity & A ]
~I EEEE | ... | & cenyercs - v -
~ e (Surnzou) Customer
Application T e
== - (SuRauav)
Application Customer i
[ (SuAnwau) </> Runtime £+  Configuration 3@ Network Configuration v -
£ Middieware o N
Middleware Application
L[] Operating System ) = 2 Identity & Access - v 4
[ Operating System £ Middieware
E Virtualization i = X
&= Virtualization [ Operating System @ Application dunuusms v
CSP
B compuee @} Compute [ (soRowou) & Vinualization csp
CSP 5 Data = v
E Shoroge (Suauau) g Storage &  compute r P
_—
= Stor. . s
| R Network Ao Network L Security Monitoring v v
Network
gl Physical infrastructure gl Physical infrastructure Ao Networ
= 2 ﬁl Physical Infrastructure Incident Response J «
I : =i —
| @adousSms (22870USMS (29670USMS o Rl
dodAry
Amazon EC2, Microsoft Azure Virtual Machines, Google App Engine, Azure App Service, Microsoft 365, Google Workspace, YDUIWAPEVCIDVFVUSMSIAAYYINTTOILDSY
le Compute Engi Heroku Salesfo ' & i § o
Saagle fempUes:Engine = i Tnasasuoin Model mlUiduvog oG
\‘ _/ N _,";
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Shared Responsibility # Shared Accountability

Responsibility aogwnsau

{AstdualdumMsAdUAL? CSP GRUMAYAIRUSMS IAM GA2WaW1sadIu MFA udi
Customer 2198vKUNN

Accountability « Wals MFA

« fKua Policy

(ASODVSUNQUDUCIDNAAWS?

e (Q1SDvdouU Privileged Account

« nUNOU3ns

0 misA CSP i Security Capability IlaKU18AIW31 Customer TadLiiums Security Control Uuudd
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CSP iJ ISO/IEC 27001 uad gvadv Audit KsaluU?

ANCIDU: VADVYWISEUNASIdUS:LDU

SJ9 Scope UDvlUSUSDY = SID Customer

lususaVASDUAUUSMSATZVIL Responsibility

K3olli? Scope ASBUNAU Region Customer Responsibility Ad
HSo[L? Control AtAgdUDvDEU 2:[s? Customer Configuration
Scope HEplL? QNQaDVHSDIL? DUDuNUHSDIL?

L' csP certification 1ud>uRivusv Assurance 16 Assurance NYHUQ
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QsJ9 Evidence
Evidence IWgOWDHSDIU?

HanguauuauumMsiHnd Y
WBouuldlus=aula?
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Certification Scope nU Customer Scope

AovlUsgulngu Certification Scope AU Actual Service

lLa: Customer Environment

Application Scope Region Scope

CSP i ISO/IEC 27001 Region A Customer {3v1u
ASDUAQU "Cloud Platform” og)lu Scope Uov(USUSDY
el Application uov HSol?

Customer 2&j{u Scope
KSolu?
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Managed Service Scope
Managed Service A

Customer [GIWuULGUDEU
Scope HSolU?
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.[@), Assurance Hierarch
() i

91n Certificate g Assurance

Certificate / Attestation

Scope Verification

Control Assessment

Customer Configuration

Operating Evidence

Effectiveness

Assurance

nanguangliuinismeouan
19y 1SO, SOC, CSA STAR

n519daurauLYn (Scope)
AsaUAaNUINIS/sEuu/gilnA
Mutomiali

UsufiumsaanuuuYeINsAIUAN
MRS/ \NUVTIAEITDY

AsIvEIUNSAaALazANS g
wa29gn (Customer Responsibility)

FWTIWMANFWINMSUF TR
Tudasaniinsnaou

Yinmsnadau/dauniu
ad & oa o
WWOEUEUNI TN

UsaiflulszAnuanasnisaiugy
Tumsanaudss

Tanudasiuegheilivanauas
1 o d
aguundnguiliiisane
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'Q kanms “Trust but Verify”

fnsaaUszifiulings
“WWawnsiziilususas”

uazlasigntusiog
“AsI1AMN2EIMILAULDY"

UAAS BRI
Trust + Verify + Corroborate

)

14 Certificate @579 Scope A5 A M50 #5739

Wundng

Assurance Report Contract Customer  Configuration
t Controls

wWhwane de nislvanuideduagviivanauazsousiu
Taga dunanguniNgIne manza) wazingItos

7579
Evidence
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nsoumnuqQua Cloud Security usvus:inAlng

npHgduANUluAvUasanulsuDS NNHUNYAUASDOUDYadIUUANA

fmKuauasmMsduchdrsumsquandwiuAvUanansuavs:ufl  AKuaKANINTUNNISUS:Udanala:NMsAUASDVTDYadIuUUAAA

UomMHUQUDVHLDEVIUAIAUQUA U1asgIuGIUu Cloud Security

JomHuQlawlzudvLcia:HUdsvIumMAUQualunIAdduciv @ UIASTIUYDY aNUB. W.A. 2567 La:zuiasgiuaina ISO/IEC
27001, 27017, 27018, 27701 ua: CSASTAR

0 hanms: Regulatory Requirement - Control Requirement - Audit Criteria
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Cloud Responsibility Matrix

MSAJUAL Customer

Physical Security v —_ —
Cloud Infrastructure v — —
Identity & Access Management v v —_
Data Classification o v —
Encryption v v v
Logging & Monitoring v v v
Incident Response v v v
Backup & Recovery gufAuusms v v
Configuration Management v v v
Regulatory Compliance — v v

© mswodibudiagioBorannis Gavusucnu Cloud Service Model, CSP 1a:usmsAtEuIUdSY
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M dnUaAKUadani1sasddUs:Lidu

e
"‘Q (From Audit Criteria to Audit Testing)

Audit Criteria @, * Auasnnguane Basgv uleauty
UTinIsns29Us=siu « Iwnasilunisaaduuanisnsiaussiiiv
2 A
Risk \ « sryamdveienaininguszaen
g o w liussg
AIMNRIHEINABNAIUAL | « Rnsumanszvunazlanafio
i i LB - fusdeiidieinsaiuRuiReanALEYe
Control Objective } 3 il d
'3 W= 2 L - et ¥
INYUTTAIAYDINITAIUAN - e

¥

Control DESign 0 . dwueiBnismuauliiussaiagussacd
N1592NLUUNIATNISAIUAN ' m * AMMUALSURATDU NTZUIUNT UASINIYIAN 9
- |
Im ple mentation ®p - iwasmsmugululdnueie |
ﬂqﬁﬁquqmtaniIUﬂaﬁﬁ ‘n‘ ] ﬁﬂ"ﬁai}ﬂ"l‘i Hnausy uazfesuma II.IL |

Key Message: Auditor lsim2si5u6uainn1sAunn Evidence .@
1 l&l o k23 - . . L] . .
UFAISIENIINNISYIANLEILY Risk uwaz Control Objective nait  @dR®

© 2026 Pongpisit Wuttidittachotti| Educational & Public Knowledge Sharing 19



gy 0 Implementation d Control Effectiveness

(From Implementation to Control Effectiveness) &

619910 Slide naunin

“ nsvillllugandAruun

0 Design Effectiveness ws1znsi Control lulaudain
o tati msthmsmuay | Control Us:dnSwa
1LNSCBCHLIUC Tugmsufua —~p NSAUAY i
. gneanuuvasamunzaumnsali | =
L% . —
M98V | I T ¢ -
Operating Evidence v—| susuminguiiuash v— nmum (¥ Privileged Account [ o — —
nangunMsUFUANIUISY v ¥] nsmuqugatdiuote ‘ *'-l Goold MFA il 0 Control gnaammuﬁ
| i e
: . | Operating Effectiveness 5 Control gn Implement
Audit Testlng P PR RITER RN ' ' S, *
MsNAFOUATSAIUAY = ioUs=liunaMsAIUAL 4 ASAIUAN i
gmihluufusinazriousionialy 5 . _
' Control Nv1U2sY
fI9E: ¢

Control Effectiveness li ajumaiimsmuy m529WUI" Privileged Account |
[ iiUszanswatioola | Iliol novuaid MFA uaziinangiu ' @ Control {iUs=answa

UszansnavavmsAmuAl

NIS1BVIUDZY
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R
9

o S ©
¥

Finding

HOAUWUINNISASIIUSZIEIY

Risk Evaluation
mMsUsEEIUNANSIURAEAMAEDY

Residual Risk

AndBIAANED

Audit Conclusion
godasuanmsasIausziiiv

Assurance
N5 AT

u's:lﬁu'hn'rm'mquﬁaanuuu'ﬁ' ol
AunsnanAnudssldayuingustacd

sIUTMLAIATIEINANG Y
- .
iNeszyRauTouazIAsou

= - a &
Usziiunansznuuazlomanaziiay
INYABOUNIWY

- - .
iJ‘ISI.I-I'llH'J"II.ILaEM“!JGFh‘Il‘H 5 E]il!‘.'l
WAININITAIUAY

djUszAudszantrarasnismuau N
uazHanszusemandslassiy

Winnandedusieriidulddmds
L - wr
pussauaudseiivensuld
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910 Control Effectiveness g§ Assurance

(From Control Effectiveness to Assurance)

nstiFne: Privileged Account

Audit Criteria
4

Risk
¥

Control

4

Implementation

¥

Evidence

¥
Testing

¥
Finding
4

Residual Risk

2
Conclusion

4

Assurance

fivua i Privileged Account @il MFA
msfinasaatinBiiiansys
UeAuld MFA

MFA gnillaldou

IAM Configuration + Account List +
Authentication Log

§un529 Privileged Account
wu 2 97a 50 Account Tsifi MFA
fafiauideeoin Account flailaFuntsesiu

Control Partially Effective

s e - - ]
peAnsannsalianudeiulaluseaunil
| & J L o -
usdaiivsaiaundasaniiumsunly
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pasghuaumssnnauluavladanslsiuds
s:uuAadQ

J1QOSYIUUDVATUNSSUNMISMSSALANULUUAVUAaD QAU BLIUDSUHVBIA W.A. 2567 AMHUQLUIMvLa:uiasmMsduchaiHsumsqQuandu

PyuAvdanangudvdola usSNs ta:lasvasiwwugius:uu Cloud

SuidnavvAuls msisoulevunasgu
10 fiugnou 2569 ISO/IEC 27001, 27017, 27018, 27701 ua: CSA STAR
msuhluls

(310U Audit Criteria ua: Control Baseline liliwWego Compliance Checklist
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Us:LQuADUAUNLAEIUDVAUMISASID Cloud

onlAsvasvuIAsSTIU anuy. awnsadanduus:ziauasddladod

E&

Governance & Asset Access & Cryptography Operations & Network

AISAAUQUA La:NISYIOMSNSWEAU  MSAJUAUMSLTNED La:Ns AIWUUAVUaDangNIsUuams

LUISHAWLA:NISYONISATYUD wa:ANUUUAVUaDQNYLASDUY
Development & Third Party Incident Management
NISWCUUNS:UUDEIIUADANY WazRIRUSNISMeUDN MSYaNSIHOMSIAUAIUTUAVUADOAE
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@ Regulatory Requirement g Audit Criteria o Compliance nu Security Assurance

P 0 v v =
YDNINRUA Foeiin1sAIUANNISIENEY

B — = — — —_— e = —

29ANSINSAIVANMSITNDIMNNAN
Least Privilege w5alai?

Audit Criteria

A [ ]

Security Assurance
@ oA a - o a4 vy a 1
iivangilesweiangalanialin
ANULFBIlASUNISAIVANBENMIETN?”

Control Objective iemsiihdaawzgiians

Evidence IAM Configuration / Access Review w

= why g

Testing 7579 Population + Sampling + ‘ Compliance \udunilivas
Configurati 2 ofot
el | Assurance ualailgnsnunvay Assurance
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Data Sovereignty & Data
Localization

asUlaedoyalulawosautwavindoyagaauidnia
UCSOUGVANHUNEY MSLUIHY 9IUNDAIUAY LAlUaDIUIDMaA
AAsaunaudayauu
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dsuUlagdouya (Data Sovereignty)
P So

nHUENIGUvAU MSWhivIa:DUNYAIUAL

Uoyangmelannruiela? WIRUSNISHSD  TAsawisaldnfivdoya? lAsdoiuo
Subprocessor pgineldwaoiudia? AJUAWU? Encryption Key gnAdunulag
(ns?

U Data Residency WutwWevovAUs:noUKUVUDY Data Sovereignty
— "Uoyangus:inAlng” IWldKueAUIIASDUAqUNADaUDY Data Sovereignty

© 2026 Pongpisit Wuttidittachotti| Educational & Public Knowledge Sharing
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msUs:Udanaua=nav
Jayannus:udawania?
utswevuAgndatiuila
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"gayadgus:inalng” INvowdHSaIL?

[uA>sasuvn Location IWgv2enolGed Auditor AJsasIvasuAsuUNnU

Primary Storage Backup & DR
Jayananagnia? Backup ua: Disaster

Recovery aghla?
Encryption Key Administrative Access
noyuoLdnsHagnaduAulaslns? RQuas:uuagnia?

Jurisdiction & Deletion

oeimelannHugla? wgsunmsaudoyalassalu?

© 2026 Pongpisit Wuttidittachotti| Educational & Public Knowledge Sharing

Data Processing

Jayagnus:udawania?

v

Subprocessor

AUs:udawaygovagnla?

Metadata & Logging

Metadata ua: Log a¢inla?

Cross-Border Transfer

gnisloudoyadiuwsuuaussaiy?
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Data Sovereignty Assessment

(Data Sovereignty Assessment)

Tivsudivedratuszuu WaliiuladndayagniaiivuasUssnanamutanmmuaaiudninvesulavvostona

o I _‘“\ : . = o .J.-"" e ) )'_,—"' "‘\.._\

m o o

svytioyatioy | dRszAUAINEU Usadiuanudidy  Ansamsusanasa RoIsnanud Wasanmsdisestoya WIIANMSIANTS s nosandUusanana | Rsanngvinpuas
Tuvauiwn voItaya UATHANIENU yadtoya daudayanan uazuHUNAUSEUY nEYUALES W Taugiguaszuu 429 (Subprocessor) = dnamafifisntos
Asusziy wintieyasalva
w ‘H%ﬂﬂl‘u“"l!l = e @ ] w e - ] -1 it
= Ussumiieya * Public » dnuniUszuiana » UsznAndaLiu » anufidisasdoya + lasiludiiansas * dguavay CSP * 7wila Subprocessor | ¢ NWIEAUATIIVBYA
I foDgA 5 & T ok duyana
(Personal, o et *impRCE-neansRnd « dussnana - Usznmuinns « Anuiitumsdrsas aus « Ansmsidia * anuiiag q
fi ial . i . ‘ A L - » « avusvaslsEInA
Gonfrential, . impact AEAAD . SnqUszAH (laas / Paas / oya AUATANENANY | osdnBenindssne | e demnauazMITEHNWY 4
; » Confidential dadn SodulE
i e » Legal / Regulato msUssulana Saa$) « WHU DR uazaniuf » FEmavuuliou Tt MRS EEANR
; « Restricted ¢ e ) = ' + anmENsAluNg G
* Unadnuuaduaya Impact + msdetiayatunau * Region / Zone Au nrgus = nstufinuacinaIy AUANUATASIDABY i
. i AraUsEnd (1du
* Wivaedona * Reputation Impact (Cross-border » Data Residency » AITMAHDUNHY DR * MsUENUYIUIM nSEIng
Transfer) (Separation of Duty) Cloud Act)
= ~ . + Anwawnsalunsdeeandeya « szyzAINsAYAUToYA « mldswlumsesnainuinig
AYsATNENNsaluMsaanaINUINTs (Exit Strategy) ) . ' _ e
» jUuuutioya (Export Format) + MsautioyastnIns « pwanszuRpgsHaliadhuaan
,ﬁ_ w o oy neudumisuazmsivavestoya fuledrdeandasiungming anANUAN IS UNgMINY atvayunseadulaudenld wisuaNuwioudmiu

— WaawsyaINIsUsEIIY uaztianvuem wazBoildng Cloud Service aginuwuizay msmsIedau (Audit)




Risk-Based Data Localization

indstBRAN "Joyannus:tnndavagluds:LnA” udndswonsaunmuUodenduldsw

Data & System Criticality National Security & Regulatory
s:auAIWaATYUDVUDYA (Data Criticality) ua: wans:znucioAIWUUAY (National Security Impact) uas
ADIWEIATYUDVSUU (System Criticality) tOuUadgraniu UonHUaMuANHU1Y (Regulatory Requirements) AUVAU
ANSWSTUN K]

Jurisdictional & Exposure Risk Cross-Border Processing Necessity
AWLFgVAIUWAOSILNYAA (Jurisdictional Risk) ua: A WITUluMsSUS:udanavIuus:INA
wans:nuvnMstatwedoya guowliHawamvssAvRdaou
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s:uvua:doyaninans:NUgY

d1HSUS:UURTAIWEATUFY AZSWOISTUNASUNNITA

Location
Uoyaosanla?

Access
(Asawsatnnv?

Key Management
(AsAUAUNTYUD?
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Jurisdiction
ogmelannHuela?

Processing
(AsUs:udama?

Resilience & Exit
KN Region Hganvud:LAQ:[sTu?

KINAovagDoNI:=-N1P8VIS?
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uudUjuUas:HvUs:INA
(International Practices)

EU/ENISA Benchmark

(Suuoufuduovarnmwelsuua:zKudgvu ENISA 10U

Benchmark tWoWo1saun130v
Cloud Security
Cloud Assurance
Data Protection
Resilience
Supply Chain

Sovereignty
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" |
UDAISSIV

wuoUuGiuov EU/ENISA Timdsgnulauatadoullu
nNHUEAIBUvAUAUNNDYANSIUUS:INATNg

cindstdldu International Benchmark / Reference
Practice LWaLUS8ULASULAzENS:AULNIASTIUASASID
Js:zLJu

0 msuiwusdjudannan(ddooUsulRananaovnuusun
wa=uonHuQuUovUs:INAINE
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ANMUANHKSU Auditor alu Data Sovereignty

LDUNSIB Cloud (Koumautkaldosgolus:=uu

— UoyaongnlHu? gaus:udawanlku? — Encryption Key ua: Administrator ognlsu?

Q1SJdaounv Primary Storage, Backup ua: Disaster Recovery asJvanulASAUALNNILDLTNSKE La:HQuas:uuAvagila

— Subprocessoragilhu? sgmeldngrnela? — HndavaudoyaistWgaumsaulansolii?

asJvaouURUs:URaNaEIvIa:lwaSILNdManAsaUAaU QSJVADUNSzUIUNISULAzRANTIUNISAUTDYADENVANDS
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asuans:ahAry: Cloud Security Auditing

Shared Responsibility
ADIWSUNQBDUNILUVS:HIIV CSP ua: Customer — Auditor Gpvs:UlHgad(AsSuRauoud:(s

Control Effectiveness
sl Policy # Control N101UDSY — G2vaSIDNY Design lla: Operating Effectiveness

Data Sovereignty
"gayangiuus:ina” liweowd — AovUs:LiuAsunNnAaAvId Storage fiv Jurisdiction

Assurance z Compliance
Compliance Wudiukiivuav Assurance — Auditor GovlRAUGDUUATHANTIUSDVSU

1SUD1N Audit Criteria - Risk - Contfot Objective - Evidence - Testing - Conclusion - Assurance
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UNnUINUDvLNASYIUGD Cloud Audit

_— =iy = —
uwaanluignasv
urasgulinasgnisluanueu:

"asJduasgiunazauvu”
LWS1=9:MRNsasddUs:LTuvhanAnvLa:ziu
awnsaldaulevAaunIULEEVNLADSVUDVDVANS
a
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— - ] - & - - -
uuwAangnaav: iswu Audit Criteria
uiasgiuAdsgALNNGLUU Audit Criteria LWD
ATHUQVAUS:NRUAIATYUDVNISASIVUS:LTU
[Qun
. FundovAdUAU
«  J0US:avAUDVMISADUAL
¢ UdUluaMsasdoUs:LIUU

. HANZWUNADVSIUSIU
¢ 3SAISNQaou
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_
ISO/IEC 27001 — S=UUUSKI1SYaOMSAULUAY
Jasangahsauune (ISMS)

ISO/IEC 27001 i310u AsduKan AhuAMWDUAVUaDAAYaSAULNAUDVDVANS ASDUAQUDGAdATYURa1wAU

Governance & Risk Control Management Continual Improvement
Governance, Risk Management, Control Management, Internal ﬂs:UDUﬂ1sU§UU§oa£i1ocialda\)
Security Objectives Audit, Management Review awdvvs PDCA

0 u Cloud Audit: 130153931 Cloud Security gaYsSaUNMSIINAU ISMS upvovAnsHEDIL
— litguA> CSP TlususovHSDLUAN
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ISO/IEC 27017 — uudUfUacuANubuAY
JananeaiHSuusms Cloud

Js:1auiawn:udv Cloud

ISO/IEC 27017 WiuUs:lGUATINUEUELAWIZUDY

anwuoadou Cloud Bvllinsaunquiu ISO/IEC 27001

MU lGus

Shared Responsibility
Cloud Service Provision
Cloud Service Customer
Virtual Environment
Cloud Operations

Customer / Provider Responsibilities
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unuINudv Auditor

13 ISO/IEC 27017 1UU wneumWLED 10 ISO/IEC 27001 1Wd
WoNSTUNAWLELVIaWIUDY Cloud AdavmsmisAduAUlus:Gun
a:tdsan3wnasgiundiu Tagtawituds:1&u Shared
Responsibility AdovmHualidauiassuNasauaula
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SLIDE 38

ISO/IEC 27018 — msAUASDVYUDYaddIuUUANA
{u Public Cloud
O

)

Pll Protection
LUUMSAUASDY Personally Identifiable Information (PIl) ua:=n1s
Us:zudawadoyadiuunnaogivlusola

i,

MsSAdUAUMISUS:UDana
ASDUAaUMISADUAUMISUS:UDaWa Msaudoya ua:mstdatwgdayacipyunnanaiy

O

LKUN:AU Public Cloud + Personal Data
IKU:dHSUNIS Audit AtheadavAu Public Cloud AdmsUs:usawadoyadiuunna
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CSA Cloud Controls Matrix (CSA CCM)

MWSOU CCM 2281 Security Domains
CCM 1Uu nsoumsaduABLaw:aHSU Cloud N . Audit & Assurance
SRS . — : « Applicati Interf i
yoedalasvasromsus:Lu Security Controls pplication & Interface Security
_ _ . * Business Continuity
Uov Cloud Environment Udyuu CSA INOUWS . Configuration Management
CCM v4.1 30iJ 207 Controls lu 17 Security » Cryptography
i e Data Security & Privacy

Domains

 Governance

o Identity & Access
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CAIQ — Consensus Assessments Inttiative
Questionnaire

CAIQ WusarFauuuu Yes/No AldUs:10uunasmsaduAudIU Cloud TagaglusUuuunansaldaauniu CSP
aeivLlus:=uu cu CSA s:u31 CAIQ ¥oaUs:Liu Security Controls uov Cloud Provider Idagividlasvasiv

CSP Assessment Third-Party Risk Assessment
Us=tduAnuainisnduAuiuAvUananguay 3Us:10uAUIFsvIINUARaNauluHIvIGaUMU
W(HUSNSs Cloud

Security Due Diligence Audit Preparation & Evidence
(Gluns:udUNMSASIVADUADIUIWSDU ([GLasgumsasdous:LTuLa:sousOU Control Evidence
AuANuUUAVUaDOAY
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CSA STAR — Security, Trust,
Assurance and Risk

. s:auaAty
CSA STAR hoa:ls? STARLevel 1— Self-Assessment
CSA STAR Wulasvmsau Cloud Security ouANSUS:LTUQUDYUAINIUWS WaMISUS:LTUCD
Assurance NIHS:AUNMSSUSDVLANCIVAUCIUAU ansiseu:

LluIUyovNISUS:LITU

STAR Level 2 — Certification / Third-Party
Attestation
WuMIsSusavHSoMsasIvaaulagunnanaiy

/A Us:tGudArydssu Auditor: STAR WOUKANZIUGIU Provider Assurance LGGDuWSEUNAULAEITDVAUUSMISIa: Customer
Environment NA152995v — lWawisaldUaus:1au Audit lanvkua
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Ce2d MS(E Framework Soufu

r98710UUINIY

Regulation

% i

ISO ISO/IEC 27001

é

ISO/IEC 27017 / 27018

i

&

CSA CCM

r

P,

Customer Control

Il
:
]

3

1 .

|

- n
o
|

jl [,-JIJ 11—_: 5,1 Ln. .

s

Testing

NAKUIY JoUVAU UasItudN
NKLdEIUMAUQUA

szuUUSKIsSamsaubuavUaaasie
asautne

uumeaksumssnsanuiuavlasane
YavUSNMISAaNIA tazdayaduunna

uuINVMSAIUALANULUAYUaDAE
uuAaa

msAUAURanAdovdILduNS
ouANUSURGYDU

= | ~ =
KanTunNNeITovLA:IWEIWD
gonsasd>ouUszliu

nisnadauuazussiiuds=answa
U2VYMISAIUAL

lisudovasionn Framework
HeNINNAU

Regulation

ISO/IEC
27001

ISO/IEC

27017/27018

CSA CCM

JodrAtyAonisasv Control
Mapping Ua:Kkaniagonisasivsd

CONTROL

:. _____ » MAPPING AUD]T PLAN

(C{} [WkuwAs asoinlu assunauludondrdry ua:lk Assurance Tdogwoius:ansnw
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ns:uaunsasddUs:tiuu Cloud (Cloud Security Audit Methodology)
Cloud Security Audit Lifecycle

o & T : Lt o 3 g gl
wusnvnIsasIdUssunWduAvUaaaiad ksuusnis Cloud egtuidus=uu maTﬁImnang‘uunLwaowauazas.UuaImamomwana

1. Planning 2. Scoping . Defin _ 7. Test Controls 8, Evaluate Findings 10. Follow-up
+ MKuaingUs:a0A + MHUOUBUWGNSASDY = s:qua:ﬁmstﬁm"luﬂuu « MKUONUAMSNS = s:qu‘lnsmsmun_uﬁ * SIUSIUKANG AN * NAFIUNTSONIUY + Usiifumansnadou « Jorsieoiusansnsy - Gamumsaniunis
vauweJavdy ua: Us=iulisatau duaiunsdasariy Usziduainngrue (Resfoudeananudsy  WlRUSMS Cloud (CSP) (Design Effectiveness) FICIEERTIIER Us=iu Usuusaudtuenu
uuanemsnsaaussiiu Cloud sz uloue IRaonndoafiuinmur UA=NAIANS Hansznu tialduauu:
* SEUUSIS StUU doua N P + nadoumsUAUERs + Uniguatiariumy
. L Y v ) arynyn nazuuUfoa msnsausaiu : 0
+ hAwdtogsio amwuondou ssezan + » ANSEWETY ¢ Adyatae « onans ulowne msdlodin  (Operating Effectiveness) + aszdiuamusuuse dotauauu: + Usziumanauidoows
usms Cloud Ald - Shared Responsibility + Jari Control Matrix Log sww0u wanisnmday L. _ { ua:s:qm‘:ula'uonuwﬁa uazunumsUsulse vaomsufily
uasidauieadon i + loinAlinmsmsI9dau tu
< e « Sorin Audit Program  / Responsibility taskANg AU s b (Residual Risk)
+ szyilusms Cloud + Soddurnutdu , Matrix Fapeclion. Duservation, - domsfufudmsua:  + DoUsaidiumsasavdou
+ JorhuHumsasa €SP ume Third P Fopoigore lasEheckist o Sampling, Re-performance, . . & i i o 2
(CSP) uas Third Party iarimuaUs=fud Aty + UssLIUATIULRBIWD + dodiussduidan Hldouieada UA=SIUSIUUNISEU
tazHuanSWeNS a2 : « ssyanus:avAuao oLy CAATs o .
fingadon fidounsrodou W uaAywidadio Andums (WoWELINSASID
fidudu msAIUAL (Control 2 5
! yaIKANTIU + GufinHamsnaaouua: tundodaly
Objectives) i
dadaing
e~ e e B — e - R e~ T e e e e e e B e s e e e e s - R S e L e e =~ D e~ o e e e L e e e e e e e e e e e e e e e e N

wWhkunegarme (Ultimate Goal)

WA WIGaNUAEVANIKGALNAT1 MSAUANAIUAIINUAW DAY
va9usns Cloud TeiSumsaanuuu VUGS uaszrhouaeoidus:ansua

1udas: Darwaunsouas Tkanguuazdaya WiuAwide §nu1m1u?|ut:a: WeowaRacasrids Moglusdufiuousuld
(Independence) ABEInny (ugu (Evidence- (Risk-based) Y5usssuIvidw
(Competence) based) (Confidentiality)

9 & A A
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MsATHUQUaUWA (Audit Scoping)

avAUs:NdUNGDVs:yaEIvBaIU

« CSP ua: Cloud Service UDADSSIOV

« Account/ Tenant "Cloud AvavAns" (L5 Audit Scope RLWEIWD
 Region . - .

GovA1KUQ Boundary (Kas>daoulaognvdalou
« Application

e Data

dupuwansala uazawnsas:uladio:lsoeilu Scope

ua:=a:[sogjuon Scope
« Environment

e Business Process

e Third Party / Subprocessor
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MSasIUSITUMUANLTEY
(Risk-Based Auditing)

S0udovlRnns:uui Audit Intensity tiAu AIsYadhduANUEIATYMUTIIAILTEY

00
00

N

Business Criticality
s:uundAtydamsaLiussAoKanN
AJslAsSuNIsaSIvD8IvIUUTUNIN

Gl

Nt

Threat Exposure &

Architecture Complexity
s:uUNJQSUAYANAIUGUHSD
JanmUagnssududoudovnisnsasIdAANN
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Data Criticality & Regulatory Impact
Jayanindudaulkdgona:s:uunogmeld
Ans:=Ldoudovlasundwau>IUUWLAY

&

Pl
L)
[-]

Third-Party Dependency

MSWOWIUAAANGWIWUA LAY
ua:AoowoseunlunisiKua Audit Priority

44



MsAIHuUaLnsuUNNIsasddUs:Lu
(Audit Criteria)

LATUNNISASIVUSLTUIVISAUIDIAHAYULKAY 3V Auditor AovlaDnlaz:NaUNIIUHIKU:=aUAUUSUNUDYDVAANS

NNHLNY & NAS:-LUBU ulouvigovnAns

ANHUIY NAS:LTOU La:dedeunRAgIdDY ulsunemeluua: Security Baseline UnvavANS
ISO/IEC Standards CSA CCM & Cloud Standards

ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018 CSA CCM ua: Cloud Security Standard AtgITov
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Hanvunisasdous:Liu (Audit Evidence)

CSP Evidence Customer Evidence

* [SO Certificate e Policy / Procedure / Architecture Diagram
¢ SOC Report * |AM Configuration / Access Review

« STAR/ CAIQ « Security Configuration / Network

e Assurance Report Configuration

* Security Whitepaper * Log / Monitoring Report / Incident Record

« Backup Report / DR Test / Certificate

» Contract / Configuration Export

) Auditor c'ia\)Us:lIJUHéiﬂgwﬁoaaoﬂo — CSP Evidence ua: Customer Evidence
— ws1=nslususovudv CSP [ularugA W Customer Environment Uanqngy
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Evidence lUtnWAU Effectiveness

iJ Policy # UJUGI9SY

msdulouelduarsdanuaisnusliildwasusnimsuihluuguaasy

iJ Configuration z Control H1v1UYSY

misAvANgndavlildruIsA1WU31 Control Mviuldagivdatipouazius:answa

iJ Certificate z Customer Environment Secure

{uSusovyoY CSP ASDUAQULAW: Scope Uov CSP [LlE Customer Configuration

U Log = Ums Monitoring 9gvoiUs:ansna

Msuuin Log IWlARU18ADIUINITNISIIASI:RILAz0DUAUDVCIDLHOQMISTUDS Y

© @udu Auditor dovori: Evidence + Testing + Corroboration
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Cloud Audit Question Bank

yafmUKandKSURAasIoUs:L0U Cloud NASaUAaU Domain d1AtY

Domain AMmudAy

Governance (astduuovLa:RSUNQUDU Cloud Service?

Scope usSmistapgiluvopuluamsasdoUs:LoU?

IAM lAsauisafivnswennsnaAny?

Configuration Configuration Baseline §AN1HUQUA:NUNJUKSDIL?
Data Jayagndatiuuazus:zudanantia?

Encryption (AstuAduAU Encryption Key?

Logging gmsuuinua:aamuadnssunaAtuREDlL?
Incident HIAAHQMSsaU (AsAovatduNIsua:udvlns?
Resilience KN Cloud Service HgQlHUSNS s:UUY=ANTUNISDEVI(S?
Exit ausngngvioyauazusnsoanon CSP [GoSoHSIL?

D Key Message: A1n1wndo:uilug Evidence NQ ua: Evidence Ndv:U1Ug Assurance AuGofio
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Design Effectiveness ua: Operating Effectiveness

Design Effectiveness Operating Effectiveness

NSAJUAUDNDDANUUDEIVIHUN:AUCDAIULEED nisAUAugAUhlUdguGua:mviuagivdaiiiauosy

HSol? — Qs2931 Control gnmMKualbagvgnAaDY HS2[? — s2931 Control NMvuladSoluNMvUHU

Lt

ao281v: MFA

1 2
Design Operating
MFA gnnHualiu Policy MFA gnwdalgosvolus:uu

3 4
Evidence Testing
Log uaavmsid MFA 950 gunaasu Account LWodugu
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D81 Audit Test: MFA
aHSU Privileged Account

Audit Objective Juaoumsnaaau

Us:LJu31 Privileged Account IasumisUovAuddg MFA 1. s29 Population Uav Account NVKUQ

Evidence ﬁﬁa‘,sausau 2. s:U Privileged Account
3. QS2v MFA Status uovuQa: Account
 |AM Policy o
_ 4. duQdo81v Account
¢ Account Population o
5. s2v Authentication Log
« MFA Configuration e ,_
6. (SJv Exception nlasunsgndu

* Authentication Log
Conclusion

o [

Control DUs:answa / luidus:=answa / Juov1na
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2281V Audit Test Cloud Configuration
& Access Control

Cloud Configuration Access Control

e Public Access e User Account

 Security Group * Privileged Account

e Service Account

« Firewall . MEA
* Encryption o LeastPrivilege
« Logging e Access Review
e Joiner-Mover-Leaver
o Storage
e Dormant Account
« |AM

L) Configuration Baseline Govduwusau Risk ua: Security Policy upvavAns
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D81 Audit Test: Data Security
& Logging/Monitoring

Data Security Logging & Monitoring

« Data Classification « Log Coverage
 Log Collection

 Log Retention
 Log Integrity

« Key Management e Monitoring

« Backup « Alerting

e SIEM Integration

* Incident Correlation

* Encryption at Rest

* Encryption in Transit

e Retention
 Data Deletion
« Data Transfer

e Data Localization

© 2026 Pongpisit Wuttidittachotti| Educational & Public Knowledge Sharing

52



Incident Response — Cloud Incident
Response Audit

L o —
unuuna:lasvasiv msanaums
Incident Response Plan, Roles & Notification, Evidence Preservation,
Responsibilities, Contact Point, Escalation Communication

mMsnaasuua:usuusv

Tabletop Exercise, Lessons Learned

~ fawddny: WathatHa tasdavria:ls metuaniila ua:dHangusINs:usuUMS

NvulavsoHsSolU?
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Business Continuity & Cloud Resilience

Jondavasid

« Backup

 Disaster Recovery

¢ RTO (Recovery Time Objective)
« RPO (Recovery Point Objective)
« Availability

* Region Failure

e CSP Outage

« Recovery Testing
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HanmsdAty
unuilinenaasu lindsgaiiasnUusangnu

IWWgowauavaAuamsalumsgau

Auditor QovasIdI0NISNQdouU DR SV UWa
Asnadou wagnsualudounwsoviwu
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Cloud Exit Readiness 0 Vendor Lock-in

ANULEBVIINNSHVWIRTHUSNNS

“frciavaanain CSP wevil 1svinlensalu?”

9739

Husnisiawizuae CSP

Platform, Service 15a

Technical ; :
= Data Portabils awnsnghedoyasanain CSP X Fliaunsanaunudis
=’é ata Portability Tugodiiuimsdunaszuuvavasdnsievali Lock-in mﬁugm?s‘dﬁ‘h“

: awnsndvesndoyaldnsuing
AN Data Export : ) ; . .
§18 uanluszuunioli Data ghedayavanlden
" 5 wsnzguuuutayalanwie
=5 toyaagluguuuumnasgu LOCk- in e -
{n| Data Format Wik proprietiry:format w7esli wiatadinvovintoviio
Application Application #swn service lawnzwas CSP o
Dependency wntiseifisdla . Application Application #own

Lock-in

14 APl w350 service lawizuag CSP

e : Features 1awnz
nghweanlagnuialy

API Dependency

daniiFoulunisenidan msiudioya

oW I

3

i ; g Founnuazidoulunisean
Contractual Exit uazmstovasluniseanudoly Contractual _,mfu =
Lock<in Ailduvaa fivednna
Exit Cost ”fﬂ?mﬂwlﬁa.awm?:w nIoMSEYNWUSEEEE)
wioAiunsold uazvinla
A siovlttiarlumsaanainszuu w 5
P . : aunulunisdneas
Exit-Tane wuwvinledvasasaauysal Financial Sy A e
Lock-i nuAtsssuIlisy mséedaya
'“‘na Data:Delation annsnaudisyaionunaenanstuuyay CSP OCK-In waEmsUSuLgssEUY

datinvauysnl uasiivdngwbuduvioli

- b - = e B L '(:%" - : - £ -
whnuigfe “aanains=uulaase s1ais? Yaaans 1|,a=ﬂup|1" !L_‘ ES’I.:—_;&-‘ r LLulInga man’hjmmgﬂulﬂﬂ (Open Standards) panuuuaniUrenssy
iWoanmmdBeINNsRvWIIHUINTS (Vendor Lock-in) L aeanuldsy  fiieandu fluwu Exit Strategy uaznumudunetheseunsy
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Exit Plan AU Exit Capability

ALt DANONWUUDY
i Exit Plan z ahauasa Exit [aoSo

mMsduwuuuns:aslilawgouinovAnsaiuisa

atdums Exit [@oSvlunivuiu
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Auditor A2SQOSIY

¢ DUWUHSDIU?

e UWSUNQUDUHSDIL?

e Juuus:uruKSoIu?

« J Technology nvolaonKsSolu?

e LAYNQJDUHSDIL?

« dwwnsa Export Data [A0SvHSD(U?
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ATUMWUDVHANTWUASOSIYUS:LDU (Audit
Evidence Sufficiency & Reliability)

mMsHangwlilaruIgAIWIOHANTIWUULWEVWDAIHSUNISasUWan1sasdouUs:Lou Auditor
AJSWYISTUT 4 UA

AULWEVWD (Sufficiency) ADWLHL:aU (Appropriateness)
DHanguuAwoN :auuauudoasursoll? HangIUNEITDVAU Audit Objective H3alL?
AWUNTDOD (Reliability) AWNUav® (Timeliness)
HANTWLDNLHAVAUEDHDHEDIL? Hangua:NouanwiadauluygividanasIDKEDIL?

U @rogv: Screenshot Hlvmwaouaavn MFA wWaldviu uddvoliiwaowond=8ugudi Privileged Account
NnuHualda MFA ua:gnisiduiussvosivcotliov Svo190ouls Configuration + Account Population + Log +
Sampling
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0981 Cloud Audit Procedure:

Privileged Access

Audit Objective

Us:lJuds:=answauovn1sAJUAU Privileged Access
Audit Criteria

* Least Privilege
o Multi-Factor Authentication (MFA)
e Access Review

* Privileged Account Management

Audit Evidence
 |AM Configuration

e Privileged Account List
» Access Review Record
« Authentication Log

» Exception Record
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Audit Procedure (8 il‘:unaU)

©NOUAWN =

UDS18TD Privileged Account AVHUQ
asJ>va@ouansuazunuinuovlcia: Account
Qsd>vaou MFA Configuration

Qs29aou Account RIASU Exception
duadoginv Account

Qsd>vaou Authentication Log

WSguLngunu Policy ta: Control Requirement
dasumwa Control Effectiveness
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- dai vus nawune Y1asgu ulsunewsaduun
Requirement g o -

@ Cloud Audit Trail | 9 Audit Criteria d Assurance
A

fioednsdosufimnm

4 e Key Message
RiSk AL H\!'ﬂi]']’-)%.ﬂﬁﬂuﬂ'lﬂlilﬂ{]ﬁﬂﬁ'll]ﬂﬂﬂ'lﬂuﬁ

3 viamuAulitieawe
Coiiticl Obisctt Ymquszasduasnsaiuay Ilodansvisanauds Cloud SECUI'Ity Audit litdmsasovdndonanskso

o I': Psline Thogluszduiisonsuld Control Hga'[lj
umsnsmuARiisaniuuuazinty ' = = g

Control T — iatduns=uounsus:LuIIMSAIUANEINISH

‘ ’ J bl — e i
Evidence wangwiuaasinnesmsmvaugnmitluldnuess amﬂ31UlHUUIm950HSQ‘[U
A i g LLazﬂnﬂﬂJﬁﬁaﬂwﬁmﬂm e i _; z

\ 4 ; 4 _ lazuHanyiulwgowanazduuauu

4 FBMsasRdauie IR lauNTavanguimunzay - - . - 7
’”‘“d”:mced“"e ussilsime doasUuavnaioksall
. MSNAFDU/ATIVFBUNSAIUAN

Testing - .. R

3 iauseiiunmsaanuuuuaznsUfuR5
Finding HaNsAsIRFOU ToAuny uasnanguusznau

4 ‘

e

Residual Risk mmﬁmﬁis’ommﬁaatj WAININATNITATUALYINGIULAD

¥

doagulassiuneafuuszansuavasnisniua

Audit Conclusion uasHanssnuAsANLIALY

$

Assurance

anuifaiiustieiivana Himseruauawnnannmdes
ldoghamunzanuazegluszaunoeniuld

L]
—

o KangIUAWEYWD + msnadauitkuzay + msus:iuaduidgvesvseudu = ANUIGaUUNUNEDHD (Reliable Assurance)
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ASTUANUN: S:UUaATYUU Public Cloud

auudavnansi

e s:uudAtyCiDNISIKUSAIS
. JoyaniiAnusoulkogv

¢ Public-facing Application
¢ WQUAS:UUHANYSIY
 Third-Party Integration

« Backup / DR ci1v Region
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DVANSLIDVIN

"CSP i ISO/IEC 27001 ua:s:uuagiuu Cloud Nid Data
Center (uuUs:tnrlng"

AOU

wWweovwaaHSUMSIi Assurance HS2lU?
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Auditor d:as>dd:1s?
_—

Governance Scope

(AssSuiNQuou Cloud Service? usmstaogilu Audit Scope?
Data IAM

Uoyaognla? (AsLDoNSWeNNS?
Configuration Monitoring

Configuration UanQngHSolu? Qs2vIULHaAMSaUlaHSDL?
Resilience Exit |

KN Cloud duniogivls? HINAovllasu CSP nMlanSolu?
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Case Finding ua-

Finding - Risk -» Recommendation

Finding 1: Privileged
Account lUiJ MFA

Risk: Unauthorized Access —

[]
— o — —

Ueudnidansavlulasums
UpvAuddg MFA fikLdevdo
nisgnloud
Recommendation: UoAuld
MFA, Privileged Access
Management, Periodic Access

Review, Monitoring

Finding 2: Backup 9n
datnuludious:ina
AovuaSIVWULEL: Contract,
Regulation, Data
Classification, DR
Requirement, Jurisdiction,
Encryption — tWaUs:tiou3ndu
A WLFYVNYDUSUTAHEDTL

© 2026 Pongpisit Wuttidittachotti| Educational & Public Knowledge Sharing

Finding 3:CSP iJ
ISO/IEC 27001 ucilu
AsSDUAQU Customer

Customer Configuration (Ula
ogjluupuluUDv Certificate
dolu Certificate Sulliawnsa
t3UaUs:16u Audit lariokua
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CCAK ua: Cloud Auditing Profession

Certificate of Cloud Auditing Knowledge (CCAK)

DVAADUSUDY CCAK ASDUNAU

CCAK 10U credential AWcuunlag Cloud Security
Alliance (CSA) ua: ISACA 1Walfugoav3vauAuS
L1BulnATAGIHSUNUAUGVIUGU IT Audit, Security ua:
Risk tuusunudv Cloud

¢ Cloud Governance & Compliance Program
e CCMua: CAIQ

e Cloud Threat Analysis

¢ Cloud Compliance Assessment & Auditing
« CCM Auditing

» Continuous Assurance and Compliance

e STARProgram
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CCAK

Certificate of Cloud Auditing Knowledge
A Cloud Security Alliance” and ISACA® Credential
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daussau:uov Cloud Auditor

Cloud Auditor AdsUADIWSHLUUYSEUIMSIU 4 QUHaN

Audit Cloud

* Risk Assessment « laaS / PaaS / SaaS

e Audit Planning e Cloud Architecture

* Evidence & Testing * Shared Responsibility

* Reporting e Cloud-native Technology
Security Governance

 |AM/ Encryption « Compliance / Third Party
 Network / Application e Data Sovereignty
 Monitoring  Contract / Assurance
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Key Takeaways & Auditor's Mindset

1 tususavuov CSP = Customer Secure
ADvASIY Scope + Responsibility + Customer Controls

2 pata Residency = Data Sovereignty

ADVWYISEU1 Location + Jurisdiction + Access + Processing

3 Shared Responsibility Goounwsau Accountability
GovnKualidai tasmo:ls InsSuNauou wa:lnsdoowgou

4 Control Gavii Evidence ua: Testing
Policy # Implementation = Effectiveness

5 Cloud Security A9vsoU Resilience ua: Exit
Secure Cloud Govaiunsa Detect - Respond - Recover - Exit

Auditor's Mindset: 26115U91n "iJ Control K$ol?" IKISUYIN "Risk Ada:ls?" ud>nuciod Control IWgOWDKSDIU
Evidence 2giilKu 9:naaauaeivls Control fvIudSvH3SDIL ta: Residual Risk NikdagisousularSall
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. Lo
- e @O SET 325 ISACA

Thailand Bangkok Chapter

Questions & Discussion

Cloud Security Auditing

UDUDUWS:ATUNNNIUNda:1DaNTNSOUAINSSY
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